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|. AHHOTAIIMA

1. Heapb 1 3a1a4M AUCHMIIJIMHBI

Leab0 u3yyeHUs: IUCHUIUIMHBL sBISieTcss (QopMupoBaHuE O0a3bl 3HAHUKA 00
HKOHOMHUYECKOI 0€30MaCHOCTH rOCyIapCcTBa M OTACNIBbHBIX OpraHu3alii, 00 OCHOBHBIX
HAKOHOMHUYECKUX MpoOJieMax 3alluThl UHPOPMALUU W U3YYEHUE CTYJECHTAaMU BHUJOB,
NPAKTUYECKUX METOJAOB M  CPEACTB NPOBEICHUS ayauTa HUHPOPMALUMOHHOM
0€30MacHOCTH.

3agauamMm OCBOCHUS TUCIIUILIMHEI SBJISTIOTCSI:

1) o3HaKOMIIEHHWE C OCHOBHBIMH cTaHAapTamu B obOnactu ayaumra Ub,
MPaKTUYECKUMH TPUEMaMH TPOBEACHUS ayauTa, METoJaMHu cOOpa JaHHBIX, OICHKHU
PHUCKOB U aHaJI13a 3allHUIIEHHOCTH;

2) bopMHpOBaHKE MTOHUMAHUS MPOIECCOB MPOBEPKHU U olleHKH Wb, mpuHIHAIIOB
OpraHu3aliyd MPOLECCOB ayJIUTa M aHaln3a pUCKOB b M MOATrOTOBKM OTYETHBIX
JTIOKYMEHTOB,

3) u3yYeHHUE TEOPETUYECCKHX U METOJOJOTMYSCKUX OCHOB MOJCIHUPOBAHUS H
yIpaBJEHUs PUCKAMU CHCTEM U MIPOLIECCOB.

2. MecTo nuciumiinebl B cTpykrype OOII

JlaHHasi AUCIMIUIMHA BXOJUT B BApUATMBHYIO YacTh Y4EOHOro IJIaHAa U SBISIETCS
JTMCUUIUTMHON 1O BBIOOPY, CBs3aHA C JIPYTUMH JUCHUIUIMHAMU O0O0pa30BaTEIbHOU
nporpaMmbl.  «OKOHOMHUKa», «V/IHHOBalMOHHAsE JKOHOMHMKA M  TEXHOJOIMYECKOE
MIPEITPUHUMATEIILCTBOY.

JIMCLMITIMHBI, AJI1 KOTOPBIX OCBOCHUE JAHHOW JUCHMIUIMHBI HEOOXOJMMO Kak
npeamectBytoniee: «Ceprudpukanys 1o TpeOOBaHMAM O€30MaCHOCTH M aTTecTalys
00beKTOB HH(popMaTU3aun», «OCHOBBI YIPABICHYECKON JesrenbHocTHY, «Haydno-
uccreoBarenbekas padota», «lIpoekTHo-TexHOIornyeckas npaktukay, «lIpepmumnomnas
MIPAKTUKA.

3. O0beM aucHUIIMHLL: 4 3adeTHbIe eaquHuIb, 144 akageMHUYecKuX 4acoB, B TOM
qHCIIe:

KOHTaKTHas ayAuTopHas paborta: Jnekimu — 34 YacoB, B T.4. IpPaKTHUYECKas
roaroroBka — () 4acos;

MPAKTUYECKUE 3aHATHS — 34 9acoB, B T.Y. MPAKTUYECKasi MOJIrOTOBKa — 4 yaca;

camocTosiTeNibHast padota: 49 4., KOHTpOJb — 27 4.

4. TlnaHupyemble pe3y/ibTaTbl O0y4YeHHs] 10 JUCUHMIUINHE, COOTHECEHHbIE C
IVIAHMPYEMBIMH Pe3yJIbTATAMM 0CBOCHHs 00pa30BaTe/IbHOM MPOrPAMMBbI

[Inanupyemble pe3yabTaThl [Inanupyemblie pe3yabTaThl 00yUEHHS IO

OCBOEHUS 00pa30BaTEIIbHOM JUCLIUILINHE

nporpamMmsl (hopMUpyeMble

KOMITETEHIIMH)
YK-9.1 Hcnonb3yer OCHOBHBIC TPUHITHIIBI

YK-9 CnocoGen npuHUMaTh AKOHOMHYECKOTO aHaJM3a (IpUHIIUTI
00OCHOBAHHbBIE SKOHOMHUUECKHE AIBTEPHATUBHBIX M3JEPKEK, LIEHHOCTH JICHET C
pelIeHNsI B pa3IMuHbIX 00J1acTsIX y4eToM (paKTopa BPEMEHH U T.11.)
KU3HENEATENBHOCTU YK-9.2 Ucnonb3yeT npaBoBbie 0a3bl JaHHBIX U

POYME PECYPCHI AJIs TOTyYeHHUs MHPOpMaITUH




O CBOHUX IpaBax U OOS3aHHOCTSIX, CBSI3AHHBIX C
OCYILECTBJICHUEM SKOHOMHYECKON TOJMTHKH
roCyJapcTBa

IIK-2. CriocobeH pa3pabarbiBath U
KOH(QUTYypUpOBaTh MPOrpaMMHBIE U
MpOrpaMMHO-aIIapaTHble CPEICTBA
3alMThl THPOPMALTUH

IK-2.1 PazpabartbiBaer TEXHUKO-
KOMMEpUYECKHUE MPEUIOKEHUS] U Y4acTBYeT B UX
3aImuTe

IIK-4. CnocobGeH OpraHu30BHIBATH

IIK-41 Opranm3yer W KOHTPOJIHUPYET
a”HaymTraeckue padotel B M T-npoekre

paboty MaJIbIX koyuiekTuBoB | [IK-4.2 Yrpagpmnsier npoieccamu pa3pabOTKA U
UCTIOJIHUTEJIEH, HaXOJIUTh U | CONPOBOXKIIEHUS TPeOOBaHMI K CHUCTEMaM U
NPUHUMATh yIIpaBJICHYECKHE | YIIPaBJICHHE KAYeCTBOM CUCTEM

peleHus B chepe | IIK-4.3 PazpabarbiBaer cTpareruu
Npo(hECCHOHAIBHOM NESTEIBHOCTH | TECTUPOBAHMS M YIPABISIET  MPOIIECCOM

TECTUPOBAHUS

IIK-5 CpoocobeH  mpoU3BOAMTH

YCTaHOBKY, HalajKy, TECTUPOBAHHUE

u  obchyxuBanme mporpammuo- | [IK-5.2  Tectupyer  cucTeMBl  3aIIUTHI

anmapaTtHbIX CPEICTB O00eCTCUeHNUs
MHPOPMALIMOHHONM  0€30IacHOCTH
KOMITBIOTEPHBIX CUCTEM

UH(POPMaIIUK aBTOMATU3UPOBAHHBIX CHCTEM

5. ®opMa MPOMeKYTOYHOM aTTeCTALMM U ceMecTpP MPOX0KIeHust — sk3ameH B 10

CCMCCTPC.

6. SI3bIKk NpenoaaBaHus PyCCKUH.

Il. Copep:xanue OUCHMIUIMHBI, CTPYKTYPHPOBAaHHOEe IO TeMaM (pa3gesiaMm) C
YKa3aHHeM OTBEeJeHHOI'0 HA HUX KOJIMYeCTBA AKAJeMUYeCKUX YACOB U BUI0B Y4eOHbIX

3aHATHH
OuHnas popma 00y4eHuUs1

VYuebHas Bcero KonTaktHas padora (4ac.) CamocTosT

rnporpaMmma — (uac.) | Jlexuun [IpakTnueckue 3aHATUA eJibHas
HAaUMEHOBaHUE BCCTO — pabora, B
pa3ziesioB U TeEM NpaKTHIECKas TOM YHUCJIE
MOATOTOBKA Kontpors

(dac.)




Paznen 1 12
Nudopmarnus kak
BAKHEUIINN pECYpPC
HKOHOMUKHU.
DKOHOMUYECKAs

3¢ PEeKTUBHOCTD
CHUCTEM 3aIUTHI
uHbOpMaIuu

17 15

Paznen 2 Aynur, 72
aHaIM3 |
YIPaBJICHUE
pUCKaMu
uH(pOpMaITMOHHOM
0€30MaCHOCTH.

17 15

NTOI'O 144

34 30

I11. O6pa3oBare/ibHbIE TEXHOJIOTHH

VYyebHas nporpamMma —
HalMEHOBAaHUE Pa3JIeJIoB

Bun 3apsaTus

OO0pazoBaTelibHbIE TEXHOJIOTHH

U TEM

Paznen 1 Undopmarus JEKIUs JIMCKyCCUOHHBIE TEXHOJIOTHH,

KaK Ba)KHEHIINN pecypc JTCTaHIIMOHHBIE

SKOHOMMKH. MPaKTUYECKOE 00pa3oBaTeIbHbIE TEXHOJIOTHH,

DKOHOMUYECKAsS npoOiemMHas JeKuus, Keic-

3 PEKTUBHOCTb CUCTEM TE€XHOJIOTUSI, TEXHOJIOT U

3aIUThl UHGOPMAIUU pPa3BUTHUSI KPEATUBHOTO
MBITTUICHUSL.

Paznen 2 Ayaur, ananmu3 u | ek JIMCKYyCCHOHHBIE TEXHOJIOTHH,

yIpaBJICHHE PUCKAMHU JTVCTAHIIMOHHBIE

nH(}OpPMAITMOHHOM PaKTHYECKOE o0OpazoBarenbHbIE TEXHOJIOTHH,

0€30MacHOCTH. npoOeMHas JIeKIus,

KeﬁC-TeXHOHOFHH, TCXHOJIOTHA
Pa3BUTHA KPCATHUBHOI'O
MBIITJICHUA

IV. OneHouHble MaTepuaJIbl JAJI51 MPOBEAEHUsSI TeKYIIeH W MPOMEeKYTOUHOM

aTTecTaluu

Ouenouubze mamepuaiibl 01 npoeedemm meKyuieu ammecmauuu

3aaHus I OPAKTHYECKUX (CEMUHAPCKUX ) 3aHSTHIA

Pazpnen .

Bapanue 1 (YK-9.1; YK-9.2; IIK-2.1): Beipyuka omneparopa HHOOPMAIHOHHBIX
pecypcoB coctaBisieT 900 Teic. neH. en., nepeMeHHble 3aTpaTtbl — 200 ThIC. J€H. €.,
rmocTostHHbIe 3aTpaThl — 270 ThIC. IeH. ex. HeoOxoaumo omnpenenuTs 3anac GuHaHCOBOM



poyHOCTH. OLIEHUTH HA CKOJIBKO MPOIIEHTOB U3MEHHUTCS MPUOBLIL MPEAPUSITHS, €CIIN
AKCIIEPTHl OIEHUBAIOT CHUKEHUSI CIpOca Ha YCIyTH omeparopa HHOOPMAIMOHHBIX
pecypcoB Ha 15%? Kakoil nponeHT npuObld yAacTcs COXPAaHUTh MPEANPUATHIO, €CITU
BbIpyuka ynazeT Ha 40%? KakuM qoipkeH OBITh MPOUEHT CHUKEHHUS BBIPYUKH, MPU
KOTOPOM OIIepaTop UH(POPMAIMOHHBIX PECYPCOB MOJHOCTHIO JUIIUTCS MPUOBLITN?

Zamanme 2 (YK-9.1; YK-9.2; IIK-2.1): Omnpenenurh 3aTpaThl Ha CO3JaHHE
UH(OPMAIITMOHHONW CHCTEMBI, €CJIM BpeMs, 3aTpaueHHOE Ha pa3pabOTKy CHUCTEMBI,
coctaBimsieT 2,4 Mmecsna, U3 HAX 2 Mecsla pa3paboTYMK IMPOBENT 3a KOMIBIOTEPOM.
Oxman nporpammucta 15000 py6. CpemneromoBass HopMma pabouero Bpemenu 1986
gyacoB. 3aTpathl Ha MaTepuaisl cocTaBisioT 73000 py6., u3 Hux 65000 py6. moTpaueHo
Ha mpuoOperenne I[IK u HeoOxommmoro o0OpyIOBaHUS, CyMMapHasi MOIIHOCTh
moTpeOaeHUsT AIeKTpodHeprun KoTopbix 650 Bt. Ilena amexrposneprum 2,1 3a 1
kBTt/4ac.

Pa3nea Il.

Zamanne 1 (IIK-4.1; 1K-4.2; I1K-4.3; IIK-5.2): CocraBuTh nepevyeHp Hauboee
pacnpoCcTpaHEHHBIX YIpo3 HH(MOPMAITMOHHON 0€30MMacCHOCTHU JIJIsl IAaHHOW OpTaHU3alluu.
BoinonHuTh aHanu3 yrpo3 M UX MOCIEICTBUM, OIMpeaesieHne cliadocTel B 3alluTe;
IIPOBECTH OIEHKY PUCKOB, 3aII0JHUB TUTUYHYIO (OpMY JIJIsl aHaJIM3a PUCKOB (Tabiuia).

Tunuunas opma ona aHanu3a pucKos

Omnuca- Bo3moix- Bo3mox- Bepo- | Ilpmuo- Mepsb1 Cron-
HHE HblIH 2¢- | HAfA CTOH- AT- PHTET | 3AIUHTLI | MOCTh
pHCKa (hexr MOCTh HOCTh mep
PHCKAa 3aIH-
Thl
1 2 3 4 5 6 7

[Tosicuenus k TabmuIe:
1) B rpabe 1 comepxurcss ONHWCAaHUE BO3MOXKHOTO PHCKa, HaIpHUMED:
HEeMpeIHaMEPEHHBIE OIMOKHU MOJIh30BATENICH — BBOJI HEBEPHBIX JAHHBIX O KIHEHTAX.
2) B rpade 2 omuchiBaeTCs BO3MOXKHBIM pe3yibTaT, K KOTOPOMY MOXET MPHUBECTH
peanu3aiys pUCKa, HAMpUMeEp: MOTeps KIMeHTa WU ImTpadHble CAHKIMU C €ro
CTOPOHBI.
3) B rpade 3 onuchiBaeTCcsi BO3MOKHBIM pe3yJbTaT B CTOUMOCTHOM BBIPXXEHHH, T.€.
4YTO MOTepsAeT (hupMa B pe3yJbTaTe peaju3alii BO3MOKHOIO pucka, Hanpumep: 10000
py0. T.e. yTo moOTepsAeT ¢upmMa B pe3yJbTaTe peaju3alld BO3MOXHOTO PHUCKA,
Hanpumep: 10000 pyO. wiu B Bule olleHOK: | — HHM3Kas; 2 — cpedHsisi; 3 — BbICOKas
OLICHKA CTOMMOCTH MOCJIEICTBUI peann3aluu prucka.
4) B rpade 4 3agaeTcs BEpOSTHOCTb OCYIIECTBICHUS JaHHOTO pucka. JlJis BEpOATHOCTH
MIPUHATHI ClIeyIolne 3HaueHus: Boicokas — 0,75; cpennsisi — 0,5; auskas — 0,25; manas
— 0,05 nnm B BUAE OIIEHOK: 1 — HU3Kas; 2 — cpeHsis; 3 — BbICOKas OIICHKA BEPOSITHOCTH.
5) B rpade 5 3amaercs mpuOpUTET AAHHOTO PUCKA, KOTOPBIM OIpPEACNIeTCS Kak
MIPOU3BEACHUE BEPOATHOCTH Ha BO3MOXXHYIO CTOMMOCTH pucka u Ha 10-3 |, Hanpumep:
10000*0,25*10-3 = 2,5 uiu B BUJE OLICHKU 2*3= 6



6) B rpade 6 omuceBaroTCs mpeniaraeéMple MEphl 3alUThI, KOTOPBIC MPEICTABISIOT
co0Ol peanu3alyio 3alllUTHBIX MEPONPUSTHM TpeX HampaBiCHUN MyHKTa 6
NPUMEHUTENIBHO K Balled (upme, HallpuMep: CTPOTUN KOHTPOJIb BBOAUMBIX JAHHBIX,
o0ecrieunBaeMblii MPOrpaMMHBIM CIIOCOOOM; OOydeHHE TNEepCOHala; BBOJ MITPAQHBIX
CaHKIIMH 32 JIOMYIIEHHbIEC OIIUOKH.
7) B rpade 7 3agaeTcs CTOMMOCTh MEp 3alllUTHI, MpeJiaraeMbiX B rpade 6, Harpumep,
pa3paboTKa JOMOTHUTEIBHOTO MOJYJIS KOHTPOJS BBOJAMMBIX HaHHbIX — 5000 py0.;
oOyuenne nepconana Ha kypcax — 30000 py6.

[IpencraBnenne MONYYCHHBIX PE3YJIbTATOB MPOBECTH C HCIONb30BaHHEeM MS
Excel.

Zamanme 2 (ITK-4.1; MMK-4.2; 11K-4.3; I1K-5.2): lmeroTcss naHHBIE O MOTEPsX,
BO3HHKAIOIINE H3-3a OTKa3a cepBepHOro oOopyaoBaHus. OIEHUTH CTENCHb PHCKA
BO3HUKHOBEHUS MTOTEPb.

Ilﬂ']'ﬂp H EJl}""—J dH BOZHHKHOBCHHA 11 l'.}'l'ET.I'I:

I 2 3 4 5 b 7

Web-pecype Nol
Web-pecypc No2

Ouenounvie mamepuansl 0711 NPOBEOCHUA NPOMENHCYIMOUHOU ammecmauuu

[IpoBepsiemble MHAMKATOPHI AocTwkKeHus kommneTeHui: YK-9.1; VK-9.2; TIK-2.1;
[1K-4.1; [1K-4.2; [1K-4.3; [1K-5.2

Kaxxnplil CTyA€HT pelaeT NHANBUAYAIBHBIM TECT U OTBEYAET HA TEOPETHUUECKUN
BOITPOC.

IIpuMepHBbIe BONPOCHI K IK3aMEHY

1. [TonsiTue aynura 6€30MacHOCTH

2. Metonpl aHanu3a AaHHbIX npu ayaute b

3. AHanu3 uHPOPMAIMOHHBIX PUCKOB TIPEANPUATHUS

4. Metoppl orileHuBaHUS UHPOPMAITMOHHBIX PUCKOB

5. Crangapt «Kpurepun ONEHKM HAJAECKHOCTH KOMIIBIOTEPHBIX CHUCTEM)
(OpanxeBasi KHUTA)

6. "'apmoHU3MpOBaHHBIE KpUTEPUU EBPONENCKUX CTpaH

7. I'epmanckuii crannapt BSI

8. bpurtanckuii crangapt BS 7799

9. Mexnaynapoansiii cranaapt ISO 17799

10. Mexxaynapoansiii cranaapt [SO 15408 «O61mue kputepum»

11. Crangapt COBIT

12. CtangapTsl 110 6€301MacHOCTH MH(GOPMAIIMOHHBIX TEXHOJIOTHI B Poccuu

13. OcuoBnsie noustust OK

14. MeTooorus olleHKu 6e30macHoCTH HH(POpMaAIMOHHBIX TexHoJorui mo OK

15. Ouenka ypoBHs ToBepHs (PyHKIIMOHATBEHON 0€301acCHOCTH WH()OPMAITMOHHON
TE€XHOJIOTUU

16. O630p kiaccoB u cemericte OK



17.

Haznauenne cranmapra ISO 17799 nns ympaBiaenus HHQOPMAIMOHHOM

0€30ITaCHOCTBIO

18.
19.
20.
22.
23.
24.
25.
26.
27.

[IpakTrka mpoxoxAeHUsS ayuTa U noaydenus cepruduxara [SO 17799
AHaJIN3 BUJIOB UCMOJIb3yEMBIX MPOTPAMMHBIX IPOAYKTOB

Cucrema CRAMM 21. Cucrema KOH/IOP

CereBble CKaHEpPHI

3ajauM U coJiepkaHue padot mpu nposeneHuu ayauta b

[Toaroroska npennpusaTysa K nposeaeHuro ayaura b

[ImannpoBanue npouenyps! ayaura b

Opranusanus ¥ IpoBeieHHEe padboT Mo ayAUTY

ANTOpUTM NPOBEEHUS ayAuTa 0€30IIaCHOCTH NPEITPUATUS

28. llepeueHp W cHUcTeMaTH3aUUs JAHHBIX, HEOOXOAMMBIX Il MNPOBEICHUS
aynuta b
29. BeipaboTKa peKOMEHIallui 1 MOATOTOBKA OTYETHBIX JOKYMEHTOB

30.

DKoHOMHYECKAA OlleHKa oOecnieuenus b

311upopmanmonnas 6e30nacHOCTh OM3HEcCA.

32.
33.
34.
35.
36.
37,
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.

Pa3zButune cinyx06b1 nHPOPMAITMOHHON OE30MACHOCTH.
MexayHapoaHas MpaKTHKa 3alUThl HHPOPMAIIUU.

Mopnens Symantec LifeCycle Security.

[TocraHoBKa 3aa4M aHAIN3a PUCKOB.

Mopens Gartner Group.

Monens Carnegie Mellon University.

PaznuyHbie B3rs1bI HA 3a1IUTY UH(POpMALIIH.

HanuonanbHbie 0COOEHHOCTH 3aIlIUTHI UHPOPMAITUH.
Oco06eHHOCTH OTEYECTBEHHBIX HOPMATUBHBIX JOKYMEHTOB.
VY4er 0CTaTOYHBIX PUCKOB.

Mexnynapoansiii cranaapt ISO 17799.

0O630p crangapta BS 7799.

PazButue crangapra BS 7799 (ISO 17799).

CpaBaenue crangaptoB [SO 17799 u BSI.

Crangapt CIIA NIST 800-30.

AJTOpPUTM OnuCcaHusi THPOPMAIIMOHHON CHUCTEMBI.
WNnentudukamus yrpo3 u ysa3BuMmocteid. Opranuzaius 3aiuThl THPOPMAIIUH.
BenoMcTBEHHBIE U KOPITIOPaTUBHBIE CTaHAAPTHI ynipasieHus Ub.
XBSS-cnemudukanuu cepsucop 6e3omacHoct X/Open.
Cranmapt NASA «be3onacHocTh HHGOPMAIIMOHHBIX TEXHOJIOTHI.
Konuenmus ynpasnenuns puckamu MITRE.

Bormnpock! aHann3a puckoB U yIpaBICHUS UMHU.

NnenTudukaius puckos.

O1ieHMBaHUE PUCKOB.

N3mepenue puckos.

Br16op nomycTiMOro ypoBHS pUCKa.

Br16op kouTpMED U O1IeHKA UX 3(P(HEKTHBHOCTH.

Pa3zpaboTka koprnopaTHBHON METOIUKHU aHAIN3a PUCKOB.
IToctanoBka 3amaqdu.



61. Mertonp! olileHUBaHUSI THPOPMAITMOHHBIX PUCKOB.
62. TaGnM4YHBIE METOJIBI OIIEHKH PUCKOB.
63. Metoauka aHanu3a puckoB Microsoft.

Bua u cnocod mpoBeAeHUS MPOMEKYTOYHOM aTTecTallud: WHIWBHUAYaTbHBIN
YCTHBINA OMPOC COUETACTCA C CAMOCTOSITENIbHON IPAKTUYECKON pabOTON CTyIeHTA.

KpuTepumn olieHMBaHUS U 1IKaIa OLEHUBAHMUS:

MaxkcuManbHO BO3MOXKHOE KoiuuecTBO OamioB — 3 Oamna. s momydeHwus
3ayeTa HEOOXOJWMO OTBETUTh HAa BONPOCHI TECTa M JaTh OTBET HAa TCOPETHUUECKHI
BOITPOC C CyMMapHOW OLIEHKOW HE MeHee 2-X 0aJloB.

3 dasna:

OTBeT Ha BONPOC JEMOHCTPUPYET 3HAHUE U KOPPEKTHOE HCIIOIb30BaHUE
TepMUHONOTHH. DakThl U TMPUMEPHI B TMOJHOM 00BEMe OOOCHOBBIBAIOT BBIBOJBI.
Nwmeercs pemenue tecta BepHoe oT 85 — 100% Bcex 3amaHuii.

2 0asia:

OTBeT Ha BONPOC JEMOHCTPUPYET 3HAHHUE U KOPPEKTHOE HCIIOJIb30BAHUE
TepMHUHOJIOTHU. OTBET HE CONEPKUT (PaKTUUYECKUX OIMMOOK. BepHO naHbl OTBETHI Ha
70-84% TeCTOBBIX 3aaHU.

1 6asr:

OTBET NEMOHCTPUPYET 3HAHHME U KOPPEKTHOE MCIOJIb30BAaHUE TEPMHUHOIOTHH.
[IpaBuiIbHBIE pEIIeHNUs TECTOBBIX 33JaHUN COCTaBIAAIOT OT 41-69%.

0 0aJl10B:

B otBere mpeobnamaroT paccyxkaeHus obmiero xapakrepa W/MJIN conepxur
CyILIECTBEHHbIE (DaKTHUUECKHE OIMOKH, MCKa)xaronme cMbIci. [IpaBuibHBIE TECTOBBIC
OTBETHI COCTABIIAOT MeHee 40%.

V. YuebHo-MeTOoAMYecKkoe H HH(POPMALIMOHHOE 00ecTieYeHne TUCIMITMHBI
1) PexoMeHmyemas uTepartypa
a) OCHOBHas UTEparypa

Corues 1O. H. 3amura nndopmarmm u napopmMariioHHast 0e301macHOCTb : y4eOHOe
nocodbue / FO. H. Cerues; Poccuiickuii sxonomuueckuii yausepcuteT uM. ['.B. Tlnexanoga. -
1. - Mockgsa : OOO "Hayuno-uznarensckuii ientp MHOPA-M", 2023. - 201 c. - (Beiciuee
oOpazoBanue: Maructparypa). - BO - bakanaBpuat. — Pexxum nocrymna:
https://znanium.com/catalog/document?id=420080

[IpoxopoBa O. B. MudopmanmonHass 0e301MacHOCTh M 3amuTa HHGOPMAIUN
[DnekTponHBI pecypc] : yueOHuk mnsa By3oB / O. B. IIpoxopoBa. - 5-e¢ u3z., crep. -
Cankr-IletepOypr : Jlanb, 2023. - 124 c. - Knaura u3 xomnekuuu Jlanp - Madopmatuka.
— Pexxum nmocryma: https://e.lanbook.com/book/293009

I'puropeeB B. K. VYmpaBnenue puckamu UHGOPMAIIMOHHBIX TEXHOJOTUN
[OnexTpoHHBIN pecype] : yueOHoe mocobue / B. K. I'puropneB. - MockBa : PTY
MUPOA, 2023. - 97 c. - Kuura u3 xomekun PTY MUPOA - UudopmaTtuka. — Pexxum
nocryma : https://e.lanbook.com/book/329000

0) JlononHuTeNnbHAS JIMTEPATYpA:



https://znanium.com/catalog/document?id=420080
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/329000

JKapkosa H.H. Ynpasnenue puckamu, CHCTEMHBIM aHAIN3 U MOJEIUPOBAHUE:
OpakTUKyM. - OMCKHHA TrOCYJIapCTBEHHBI  arpapHblii  YHMBEPCUTET MMEHU
IT.A.Cronpimuna, 2019. — 96 ¢.— Pexxum goctyma: https://e.lanbook.com/book/126631

[lep6ak A. B. Ynpasnenue puckamu B chepe IT : Monorpadus / A. B. lllepbak;
Akanemusi ynpaBieHHUs TOPOJICKOH Cpeloi, IpaJoCTpOUTENbcTBA M TeyaTu. - 1. -
Mocksa : OOO "Hayuno-uznatensckuii nientp MHOPA-M", 2023. - 243 c. - (Hayunas
MBICHB). - JlomomHuTensHOe mnpodeccuoHanpbHoe oOpaszoBanue. - ISBN 978-5-16-
017972-8. — Pexxum nmocryma: https://znanium.com/catalog/document?id=426180

2) IIporpammHoe oGecrieueHue

Google Chrome becnnatHo
Kaspersky Endpoint Security 10 ann AKT Ha nepeaady npas MNK545 ot
Windows 16.12.2022
Lazarus 6ecnnaTHo
OpenOffice becnnaTtHO

MHOropyHKUMOHANbHbIN

peaaktop ONLYOFFICE 6ecnnatHoe

no becnnaTtHO
OC Linux Ubuntu 6ecnnatHoe MO 6ecnnatHo

3) CoBpeMeHHbIe TPO(ecCHOHATbHBIE 0a3bl JAaHHBIX H HHGpOPMAIMOHHbIE

ClIpaBOYHbIC CUCTEMbI
1. OBC Jlans https://e.lanbook.com/ Torosop Ne 4-¢/23 ot 02.08.2023 r.

2. OBC Znanium.com https://znanium.com/ JTorosop Ne 1106 36¢ ot 02.08.2023 .

3. OBC VYHuuepcuterckas 6ubanoreka online https://biblioclub.ru JloroBop Ne 02-
06/2023 ot 02.08.2023 r.

4. 9BC FOPAMT https://urait.ru/ Jloroop Ne 5-¢/23 ot 02.08.2023 .

5. OBC IPR SMART https://www.iprbookshop.ru/ Jorosop Ne 3-¢/23K or
02.08.2023 .

4) IlepeyeHb  pecypcoB  MH(OPMAIMOHHO-TEJEKOMMYHHKAIMOHHOW  CEeTH
«HHTepHeT», HEOOXOIMMBIX /LIS OCBOEHHUSI TUCIMIIMHBI:
https://cyberleninka.ru/ nayunast snekTponHas oudimoreka «KudepieHHHKaY.
HezaBucumblii nHGOPMALIMOHHO-aHAJIMTUYECKHI MOPTAJI IO OE€30IMaCHOCTH
SASecurity Information Box
Nudopmanmonnas 0e3onacHocTh Ha Report.ru
Nudopmanmonnas 6e3onacHocTh / bitor / Xabpaxaop
bubnnorexa nHGOPMAIITMOHHON 0€30MaCHOCTH
bubnnoreka ceTeBoM 0E30IMaCHOCTH
KoMmmproTepHast 0€30acHOCTD: VI3BUMOCTH, ONTHOKU U DKCILUIOUTEI
ITocTpoeHne 6e30IIaCHOCTH B CETSIX
3amura nHbopManun



https://e.lanbook.com/book/126631
https://znanium.com/catalog/document?id=426180
https://e.lanbook.com/
https://znanium.com/
https://biblioclub.ru/
https://urait.ru/
https://www.iprbookshop.ru/
https://cyberleninka.ru/
http://www.anti-malware.ru/
http://ib.sa-sec.org/
http://infosecurity.report.ru/
http://habrahabr.ru/blogs/infosecurity/
http://bib.pps.ru/
http://www.inattack.ru/
https://securityvulns.ru/
https://attack-on-web.net/showthread.php?p=39978
https://nordrus.info/security/

VI. Metoanyeckue MaTepuaJibl 111 00y4arOIIUXCsl 110 0CBOEHMIO THCIMILIHHBI

Memoouueckue pexomenoauyuu no OP2aAHU3AUUU CAMOCHOAMETbHOU Padomul
CHyOeHm o8

Ha nexmusix OyneT npeacTaBieH He0OXOAUMBIM TEOPETUUECKH MaTepHual Mo TeMaM
U TPEACTaBJICHbI MPAKTUYECKUE 3aJaHusl JUIsl PEIICHUS Ha 3aHITUSAX B ayAUTOPUU TIOJ
PYKOBOJICTBOM  TpenojiaBaTelisi W CaMOCTOSITEIbHO. MHOrue 3amauu  SIBISIIOTCA
CTaHJAPTHBIMUA ¥ UMEIOT YK€ TOTOBBIE MIAOJIOHBI (aJITOPUTMBI) PEIICHHUs, TEM HE MEHEe,
IUISL TIONMyYEHHUs] OOJBIIETO0 MO3HABATENBHOTO M Y4eOHOro 3¢deKTa, peKOMEHIYeTCs
HaNMCaHWe COOCTBEHHOTO OPUTHHAIBHOTO KOJIA.

CamocrosiTenbHas paboTa CTy/ICHTOB B paMKaxX JaHHOW JUCIUTUTMHBI B OCHOBHOM
COCTOUT B TOATOTOBKE K MPAKTHUYECKUM 3aHITUAM M paboTe C pa3HbIMA MCTOYHHUKAMHU.
OcBoenuto yueOHOTO MaTepraia OOJIBIITYIO TTOMOIIb OKAKET JTMIHBIN TBOPUYCCKHMA TTOTIXO,
CBSI3aHHBIN C JIOMIOJIHUTEIILHBIM IIPOCMOTPOM MaTepraa Mo OTJCIbHBIM TEMaM.

CamocrositenpbHas paboTa sIBIISIETCS HEOOXOAMMOM Ha BCEH CTaUsAX W TMPHU BCEX
dopmax u3ydeHus npeamera. BaxHO MOMHUTE, YTO Yachl JIJIsl CAMOCTOSTEIBHON padoThI,
U3 Bcero o0bemMa BpEeMEHHM 3aTpayeHHOTO0 Ha JUCIUILIUHY, OyAyT MPEBOCXOIUTH UHBIC
BUIbI paboT. BaxkHO pogyMaTh CTHIIb PUKCAITMM HOBOTO M BaYKHOTO MaTepHaia.

Pexomenryercst HeMeIJIeHHO 00Cy>KIaTh JII00bIe BOHUKIIINE B TIPOIECCEe 00YUEeHUs
BOIIPOCHI, TPOOJIEMBI U HESICHOCTH C TPEnojiaBaresieM, He OTKIIbIBas 3TO 00CYXICHUE 10
KOHTPOJILHOW TOYKU. [IpOKOHCYIBTHPOBATHCS C TPEIOJaBaTeieM MOYKHO BO BpeMs U
MOCJIE MPAKTUYECKUX 3aHATUM, BO BPEMsI KOHCYJIBTALIA, 4 TAKXKE IO SJIEKTPOHHOM MOYTE U
B JITYHOM KaOWHETE JIEKTPOHHON 00pa3oBatebHOM cpenpl (LMS).

TpeboBaHus K pEUTUHT-KOHTPOJIIO JUJISI CTYJIGHTOB OYHOU (hOpMBbI OOYUEHUSL.

Texymrast pabota cTyAaeHTOB ouHOM (hopMbl 00yueHusi orieHuBaeTcs B 100 O6ayuios,
KOTOpBIE PaCIpeIeNIIOTC MEXAY IBYMsI MOIYJsIMH (TIepuojaMu OOy4YeHHUs) CIETYIOIIIM
oOpazoM:

Monyne | MakcumanbHasg | MakcumalibHas PedepupoBanue, | MakcumanbHbIM
(mepuonm | cymma 6ayuioB | cyMma OaJuioB 3a NPEJCTABIICHNE Oa 3a
o0y4eHus1) B MOJyJIE paboTy Ha HAY4YHOU CTaThH, PEUTHUHTOBYIO
MPAKTHYECKUX CO3JIaHuE U KOHTPOJIbHYIO
3aHSATHUSIX OTJIaJIKa KOJIa padoty
1 30 10 5 15
2 30 10 5 15

[TpaBuna dhopMUpOBaHUS PEUTUHTOBOM OICHKH M IIKATy IEpecyeTa PeUTUHTOBBIX
0a/uIoB B OIICHKY Ha dK3aMeHe cM. B «[lofoskeHnr O peMTHHIOBOM cHCcTeMe OOy4eHUs B

TeI'V»:

https://www.tversu.ru/sveden/files/Pologhenie o reytingovoy sisteme obucheniya(l).pdf

VIl. MaTtepuajibHO-TeXHUYECKOE 00ecredeHue
VY4eOHbI MpoIrlecC MO JaHHOW JUCIUIUIMHE TIPOBOJUTCS B  ayJIUTOPHSIX,

OCHAIIIEHHBIX
CaMOCTOSITEIILHOM

MYJIbTUMETHHHBIMA
paboThI

CTY/ICHTOB

KOMITBIOTEPOB € TOCTYNOM B IHTEpHET.

CpelICTBaMH
HEOOXOIUMO

oOy4eHus.

JLotst

HaJIN4uc

OpraHu3aluu
MEPCOHAIBHBIX



https://www.tversu.ru/sveden/files/Pologhenie_o_reytingovoy_sisteme_obucheniya(1).pdf

HaumenoBanue OcHAIlIEHHOCTH IlepeyeHb JIUIEH3UOHHOTO
crenuaJIbHbIX ™ crenuaJbHbIX NMPOrPaMMHOI0 o0ecneYeHusl.
NoMeleHu ¥ mMoMeleH il noMeneHum u PekBU3MTHI NOATBEPKIAAIOIETO
JUISI CAMOCTOSITEILHOU noMeleHum 1 AOKYMEHTA
padoThI CaAaMOCTOATEJILHOM
pabéoTbI
[Tomerenue st Google Chrome-6ecruiatno; Kaspersky
CaMOCTOSTE/IBHON PAabOTEL, Endpoint Security 10 s Windows-AxT
yueOHas ayuTopus it | CTOMBL,  CTYIBA, | /oo noan TTKS4S or 16.12.2022;
MPOBEICHUS 3aHITUN MEPEHOCHOMN
JICKIIMOHHOTO THIIA, 3aHATHI | HOYTOYK, Lazarus —Gecrutatno;  OpenOffice  —
CCMHHApPCKOI'o THUIIA, KOMIIBIOTCPBI OeCIUIaTHO; MHuorogyHKIIMOHAIbHBIN
KypCOBOTO NPOCKTHPOBAHNA penaktop ONLYOFFICE 6ecrinatnoe
(BBITIOJTHEHUST KYPCOBBIX
paboT), TPYNIOBBIX U Ho- becnnarro;
WHIUBU Y aJIbHBIX OC Linux Ubuntu 6ecrinataoe I10-
KOHCYJIbTAllUM, TEKYIIETO 6ecIIaTHO
KOHTPOJIS U
IIPOMEKYTOUYHOU
aTTeCTallld, MPAKTUKA
Komnrerorepnsiii knacce 203a
170002, r.TBeps,
CamoBslii iep-k, 1. 35.
Yuebnas ayuropua A Crosel, . CTyIbA, Google Chrome-6ecriatno;  Kaspersky
MIPOBEJCHUS 3aHATUI MIEPEHOCHOMN

JIEKIIMOHHOTO TUTIA, 3aHATUN
CEMUHAPCKOTO THIIA,
KypCOBOTO MPOEKTUPOBAHUS
(BBIMIOJTHEHUST KYPCOBBIX
paboT), TPYNIOBBIX U
WHINBUY AJTbHBIX
KOHCYJIBTAIMH, TEKYIIETO
KOHTPOJIS U
IPOMEKYTOUYHOU
aTTeCTalllH, YueOHas
ayoumopus 203, 224,
170002, r.TBeps,
CanoBsll 1iep-K, 1. 35

HOYTOYK, MPOEKTOP

Endpoint Security 10 mas Windows-Akr
Ha nepenauy npas [1IK545 ot 16.12.2022;
OpenOffice —

Lazarus —OecmiaTHO;

OecrIaTHO; MHorogyHKIIMOHAIbHbBIN
penaktop ONLYOFFICE GecrutatHoe

I10- OeCIIIaTHO;
OC Linux Ubuntu 6ecrutatHoe I1O-

OecCIUIaTHO

Hannure ydeOHO-HArMsIHBIX TOCOOMH, MPE3eHTANN JUIsl TPOBECHUS 3aHITHMA
JIEKIIMOHHOTO U CEMUHAPCKOTO TUTIA, 00ECIIEYNBAIOIINX TEMATHUYECKUE WILTIOCTPAIIUH.

VIIIl. CBenenusi 006 00HOBJIEeHUM padoyeii MPOrpaMMbl AUCHUTLTHHBI

Nerr.m.

OOHOBJIEHHBIH
pasjaes padoyeit

Onucanue BHECEHHBIX
W3MEHEeHU

Jara u mpoToKoJI
3acefaHus




NMpPOrpaMmabl Kageapsol,
THCHUILTHHBI (WJIH yTBEepAMBIIET0
MOJTYJIs1) M3MEHEeHUS
| - VIII Co3pnanue PII B | [Ipotokon Ne 10
COOTBETCTBMU C HOBBIM | oT 29.06.2021
CTaHAApTOM
V. VY4ebHo- | OOHOBNeHNE  ciuckoB | [Ipotokon Ne 1 ot
METOIUYECKOE u | I10. O6nosnenue | 1.09.2023
uH(pOpMaIIMOHHOE ccputok u3 ObC.
obecnieueHe

JIACIATUTHEI




