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I. AHHOTAUA

1. b 1 32124 JMCHUATLIMHBI

Heab0 u3ydyeHus IUCUMIUIMHBI sBJsieTcss (opmupoBaHue 0a3bl 3HaHUM 00
HKOHOMHUYECKOIN 0€30MaCHOCTH roCyJapcTBa M OTACNIBbHBIX OpraHu3aluii, 00 OCHOBHBIX
HPKOHOMHUYECKUX MpoOJieMax 3alluThl UHPOpPMALUU U U3YYEHHUE CTYJEHTAaMU BUIOB,
NPAKTUYECKUX METOJAOB M CPEACTB NPOBEICHUS ayIuTa HUHPOPMALUMOHHOM
0€30MacHOCTH.

3agayamMu OCBOEHHMS IUCLIUIUIAHBI SIBIISTIOTCSL:

1) o3HaKOMJIEHHME C OCHOBHBIMH CTaHAapTamMu B obnactu aynura UB,
MPAKTUUYECKUMH TPHUEMaMH TMPOBEICHUS ayAuTa, METoJaMH cOopa JaHHBIX, OLEHKU
PHUCKOB U aHAJIM32a 3allUIIEHHOCTH;

2) popmupoBaHNE OHMMaHUS MPOLIECCOB MPOBEpKU U oreHku Wb, mpuHImmos
OpraHu3alMd MPOLIECCOB ayJIuTa M aHaimn3a pUCKOB b M MOATrOTOBKM OTYETHBIX
JOKyMEHTOB;

3) u3ydyeHHE TEOPETHUUECKUX U METOAOJOIMUYECKHX OCHOB MOJICIMPOBAHUS U
YIPABJICHUs] pUCKAMU CUCTEM U MPOLECCOB.

2. MecTo nucumMiuiuebl B cTpykrype OOIT

JlaHHasg JUCIMIUIMHA BXOJWT B BapUaTUBHYIO YacTh Y4eOHOTO IUIaHA U SIBIISIETCS
JUCIMIUIMHOM 1O BBIOOpY, CBsi3aHa C JPYyrUMU JUCLUUIUIMHAMHU 0Opa30BaTebHOM
IIPOrpaMMBL:  «OKOHOMHKa», «VIHHOBallMOHHAs HSKOHOMHMKA U  TEXHOJIOTHYECKOE
MPEANPUHUMATETBCTBOY.

JIMCUMIUTMHBL, 1711 KOTOPBIX OCBOECHHE JAHHOM IUCUUIUIMHBI HEOOXOAMMO Kak
npeamectpytoniee: «Ceprudpukaims 1o TpeOoBaHMSAM O€30MaCHOCTH M aTTeCTalys
00beKTOB HMH(popMaTh3an», «OCHOBBI YIPABICHYECKON JesrenbHoCcTHY, «HaydyHo-
uccreoBarenbekas padota», «lIpoekTHo-TexHOmornYeckass npaktukay, «lIpempmumiomnas
MIPAKTUKA.

3. O0beM TUCHMILIMHBI: 4 3adeTHBIC enuHULBI, 144 akageMHUYecKUX 4acoB, B TOM
qHCIIe:

KOHTaKTHasl ayIMTOpHast paboTa: JJeKuuu — 34 4acoB, B T.4. IPaKTUYECKast [IOATOTOBKa
— 0 gacos;

MPaKTHYECKUE 3aHITUS — 34 4acoB, B T.4. PAKTHYECKas! [MOJIr0TOBKA — 4 yaca;

camocTosiTeNibHast padota: 49 4., KOHTpOJb — 27 4.

4. Ilnanupyembie pe3yJbTaTbl O00y4YeHHMS IO JAMCUMILVIMHE, COOTHECEHHbIE C
IUIAHUPYEMBbIMH Pe3yJibTATAMHU 0CBOEHHS 00Pa30BaTeIbHOM MPOrpPaMMbl

[Tnaaupyemblie pe3yabTatel | [lmaHupyemble pe3yapTaThl 00yUCHHS IO TUCITUTUTNHE
OCBOEHUS 00pa30BaTEIbHOMN
MIPOTPaMMBbI

(bopmupyembie
KOMITETEHIIMH)




YK-1 Cnocoben
OCYIIECTBIISATH
KPUTUYECKUI aHaIN3
NIPOOJIEMHBIX CUTYaITUi Ha
OCHOBE CHCTEMHOI'O
M0JIX0/1a, BRIpaOaThIBaTh
CTPATETHUIO JICUCTBUM

VYK-1.1 AHamu3upyer NOpoOJIEMHYIO CUTYalldI0 Kak
CHCTEMY, BBISIBIISII €€ COCTaBJISIONIME U CBSI3H MEXKITY
HUMH

VYK-1.2 Ompenenser mnpoOensl B HMHGOpPMALIUY,
HEOOXOIUMOM ISl pelieHUs IPOOJIEMHON CUTYalluH, 1
MPOEKTUPYET MPOIIECCHI M0 UX YCTPAHEHUIO

VYK-1.3  Kputuyuecku  OILIGHMBAaET  HAJICKHOCTh
HCTOYHUKOB HH(pOpMAaIHH, paboTaeT ¢ IPOTUBOPEIUBOM
nH(pOopMaIel U3 pa3HbIX UCTOYHUKOB

YK-1.4 PazpabarbiBaer 151 COZIEPKATEIILHO
apryMEHTHPYET CTPATErui0 pEeleHus] TpoOJIeMHON
CUTyaluU Ha OCHOBE CHCTEMHOI'0 U

MEXKTUCIUTUIMHAPHOTO TTOIX0/I0B

YK-1.5 Crpoutr cueHapuu peanu3aliil CTpaTeruu,
OTpesieNisisi BO3MOXKHBIE PUCKH W TIpeisiaras MyTH HX
yCTpaHEHHUS

IK-1. Cnocoben

y4acTBOBaTb B

TEOPETUUECKUX u

IKCTICPUMEHTAIIBHBIX

HAY4YHO-MCCIIEIOBATEIbCKUX

padoTtax o ornenke | [IK-1.2 TlpoBomutr Hay4YHO-UCCIIEAOBATENLCKAEC U
3aIMIIEHHOCTH OIBITHO-KOHCTPYKTOPCKUE padoThI B cpepe pa3paboTku
UHpOpMaIUH B | CPE/ICTB U CUCTEM 3aIlUThl THPOpMAH
KOMITBIOTEPHBIX ~CHUCTEMaX,

COCTaBIISITh Hay4HbIE

OTYETHI, 0030pbI 1o

pe3ysibTaTaM  BBINOJHEHUS

WCCIICIOBAHUI

IIK-3. Crioco6en | IIK-3.1 TlpoBoaut aHamm3 yrpo3 WHGOPMAIMOHHOM
NPUMEHATh ~ METOABI M | OE30MIACHOCTH B CETSIX NIEKTPOCBSA3U

METO/IUKU oueHuBanus | ITK-3.2 [IpoBepsier paboTOCIOCOOHOCTD U
0€30MacHOCTH 3P PEeKTUBHOCTH IIPUMEHSEMBIX IPOrpaMMHO-
KOMITHIOTEPHBIX CUCTEM TIPH | alapaTHBIX CPEICTB 3alUThl HHGOPMAIN
npoBesieHnd KOHTposbHOro | ITK-3.3 ITpoBouT aHaJIN3 0€e30MacHOCTH

aHaJIn3a CUCTCMBI 3allIUThI

KOMITBIOTCPHBIX CUCTCM

IIK-5 Cnocoben
MPOM3BOJUTHL  YCTAHOBKY,
HAJIAJIKy, TECTUPOBAHUE U
00CITy’)KBaHHE

PO PaMMHO-AIMIAPATHBIX
Cpe/ICTB oOecrieueHust
MH(POPMALMOHHON
0€30ITaCHOCTH
KOMITBIOTEPHBIX CUCTEM

IK-5.2 Tectupyer cucTemMbl 3alUTHl HUHPOPMAIUH
aBTOMAaTU3UPOBAHHBIX CUCTEM




5. @opMa NMPOMEKYTOYHOI ATTECTAIMM U CeMECTP MPOXO0KIeHus — dk3ameH B 10
CEMECTPE.
6. SI3bIK IpenogaBaHusi PyCCKUM.

II. Conep:kanne OUCHUILIMHBI, CTPYKTYPUPOBAaHHOE MO TeMaMm (pa3aejaMm) ¢
YKa3aHHEM OTBEICHHOI'0 HA HUX KOJIMYECTBA AKAAeMHYECKUX YaCOB M BHI0B Y4eOHbIX
3aHATHI

Ounasn dopma 00yuenus

VYuebnas Bcero KonraktHas pabota (4ac.) CamocTosT

nporpamMmma — (dac.) | JIexuuu [IpakTyeckue 3aHATHS ebHas
HAaNMCHOBaHH Ta, B

aMMCHOBAHMNC BCETO B T.4. pabora,
pa3liesioB U TEM paKTHYeCKas ’i(OM quclie
MTOJITOTOBKA OHTpOIE

(dac.)

Paznen 1 72 17 15 2 38

Nudopmanus kax
BAKHEHUIIINM PECYPC
HSKOHOMHUKH.
DKOHOMHUYECKAs

3 PeKTUBHOCTD
CHUCTEM 3allUThI
uHdopMaIuu

Paznen 2 Aynur, 72 17 15 2 38
aHaJInu3 U
yIpaBJieHHUE
pUcKaMu
uH(OPMAITMOHHOU
0e30ITacCHOCTH.

NTOI'O 144 34 30 4 76

III. O6pa3oBaTe/ibHbIE TEXHOJIOTUH

VYueOHas nporpamma — Bun 3anstus OO0pazoBaTebHbIC TEXHOJIOTHH

HAMMEHOBAHUE Pa3JICIIOB
U TEM
Paznen 1 Uudopmanus JIEKIHU JMCKYyCCHOHHBIE TEXHOJIOTUH,
KaK BOKHEUIIUN pecype JUCTAHIIMOHHBIE
SKOHOMHKH. MPAKTUYECKOE oOpa3zoBaTeIbHbIE TEXHOJIOTHH,
DKOHOMHYECKas npoOJieMHast JIEKIUs, Kenc-
() PEKTUBHOCTH CHCTEM TEXHOJIOT U, TEXHOJIOTUS
3aIIUThl HHGOPMAIIUN Pa3BUTHS KPEATUBHOTO
MBIIIJICHHUS.




Paznen 2 Ayaur, aHanu3 u | JIEKIUs JIuCcKyCCHOHHBIE TEXHOJIOTHH,

YIIPaBJIICHUC PUCKAMU JUCTAaHIITMOHHBIC
I/IH(l)OpMaHI/IOHHOI;'I IMPAKTHYCCKOC O6p3.30BaT€JII>HLIC TCXHOJIOTHH,
0e301acHOCTH. HpO6JI€MHaH JICKI M,

KGﬁC-TGXHOHOFHH, TCXHOJIOTHA
Pa3BUTHUA KPCAaTHUBHOI'O
MBIITJICHUA

IV. OueHoynblie MaTepuaJbl AJIA NPOBEACHUNA TEKYLIeH M MPOMEKYTOYHOU
arrecTauum
Ouenounvie mamepuansl 0715 nPoEeOCHUA MEKYULEl ammecmayuy

3aaHus Ui NPaKTUIECKUX (CEMUHAPCKUX ) 3aHATHIA

Paznen 1.

3aganme 1 (YK-1.1; YK-1.2; YK-1.3; VK-14; YK-1.5; IIK-1.2): Bripyuka
oreparopa UHPOPMAIMOHHBIX pecypcoB coctaBisieT 900 ThIC. JIeH. €1., epPEeMEHHbIE
3arpatel — 200 ThIC. I€H. €/1., MoCTOosIHHBIE 3aTpaThl — 270 ThIC. NeH. en. HeoOxomumo
OTIPENIEUTH 3armac GUHAHCOBOM MPOYHOCTH. OILIEHUTH Ha CKOJILKO MPOIIEHTOB U3MEHUTCS
NpUOBLIb TPEANPUSATUS, €CIU IKCIEPTHl OLICHUBAIOT CHMXKEHHUS CIIpoca Ha YCIyTd
ornepaTopa MHPOPMAIIMOHHBIX pecypcoB Ha 15%? Kakol mporeHT mpuObLUId yaacTcs
COXPaHUTh MPEANPUATHIO, ECITH BbIpyuKa ynajaeT Ha 40%? Kakum nomkeH ObITh MPOIIEHT
CHIKEHHUS BBIPYUYKH, IPU KOTOPOM OIepaTtop UHGOPMAIMOHHBIX PECYPCOB MOJIHOCTHIO
JUIIATCS TpUObLIN?

3apanme 2 (YK-1.1; YK-1.2; YK-1.3; YK-14; YK-1.5; [IK-1.2): Onpenenurs
3aTpaThl Ha CO3JlaHME HMH(POPMAIIMOHHOM CHUCTEMBI, €CJIM BpeMs, 3aTpauyeHHOE Ha
pa3pabOTKy CUCTEMBI, COCTABIISIET 2,4 MecsIla, U3 HUX 2 Mecslia pa3padoTYuK MpoBe 3a
koMmmbioTepoM. Oxian mporpammucta 15000 py6. CpemgnerogoBasi Hopma paboyero
BpeMeHu 1986 dacos. 3aTparsl Ha MaTepuaibl coctaBisioT 73000 py6., u3 Hux 65000
py6. morpaueno Ha mpuobperenue [IK m HeoOxomumMoro oGopyaoBaHMS, CymMMapHas
MOIIIHOCTb OTPEOJICHHS dIEKTPoIHeprun KoTopsix 650 BT. Iena snexkrposneprum 2,1
3a 1 kB1/4ac.

Pazgean I1.

3aganme 1 (IIK-3.1; IIK-3.2; I1K-3.3; I1K-5.2): CocTaBuTh nepeuyeHb HamboJiee
pacrpoCTpaHEHHBIX YTPo3 WHPOPMAIIMOHHON 0€30MacHOCTH JjIsl TAHHOW OpraHU3alluH.
BeinmonHuTh aHanu3 yrpo3 U WX MOCIEICTBUHM, ONMpEACsieHHE CclIaboCTel B 3alluTe;
MIPOBECTU OIIEHKY PUCKOB, 3aII0JIHUB TUITUUHYIO (GOpMY JIJIsl aHaJIM3a PUCKOB (Ta0IuIa).

Tunuunas opma Ona aHaru3a pucKos

Onuca- Bo3moixk- Bo3moxk- Bepo- | Ilpmo- Mepsi Cron-
HHE Hbli 3¢)- | HadA CTOH- AT- PHTET | 3alIHTBI | MOCTH
PHCKA ekt MOCTh HOCTh Mep
pHCKAa 3alH-
Thl
1 2 3 4 S 6 7




[Tosicuenus k TabmuIe:
1) B rpade 1 cogepxutcs onrcanrie BO3MOXHOTO pUCKa, HAITPUMEDP: HEMpeITHaAMEPEHHbIE
OIIMOKH MOJIb30BaTENEH — BBOJI HEBEPHBIX JAHHBIX O KIHEHTAX.
2) B rpade 2 omnuchiBaeTCs BO3MOXKHBIM pe3yibTaT, K KOTOPOMY MOKET MPHUBECTH
peanu3anus pucka, HalpuMep: MoTeps KIMEeHTa WK ITpadHble CAHKIIUU C €r0 CTOPOHBI.
3) B rpade 3 onucpiBaeTcst BO3MOKHBIN pe3ybTaT B CTOMMOCTHOM BBIPAXEHUH, T.€. UTO
noTepseT pupma B pe3ysbTaTe peaanu3alud BO3MOXHOTO pucka, Hanpumep: 10000 pyo.
T.€. YTO MOTepsAeT (upma B pe3ysbTaTe peanu3alld BO3MOXKHOTO PHUCKA, HApUMED:
10000 py0. unu B BUjE OLEHOK: 1 — HU3Kas; 2 — cpeansis; 3 — BbICOKAs OLIEHKA CTOUMOCTH
ITOCJIEACTBUAN pealu3aluy pUCKa.
4) B rpade 4 3agaeTcs BEpOSTHOCTh OCYIIECTBICHUS JaHHOTO pUcKa. JlJi1 BEpOATHOCTH
MIPUHATHI CIEAYIOIINE 3HaUeHUs: BbIcOoKas — 0,75; cpennsia — 0,5; nuskaa — 0,25; manas —
0,05 nnm B BUze oueHOK: | — HU3Kas; 2 — cpenHss; 3 — BBICOKAs OLICHKA BEPOSITHOCTH.
5) B rpade 5 3amaercs mpHOpPUTET JAHHOTO PUCKA, KOTOPBIM OIpeAenseTcs Kak
MIPOU3BEACHUE BEPOATHOCTH Ha BO3MOXXHYIO CTOMMOCTH pucka u Ha 10-3 , Hanpumep:
10000*0,25*10-3 = 2,5 wiu B BuIe oLeHku 2*3=6
6) B rpade 6 omuchBalOTCS mpeasiaraeMble MEpbI 3alllUThl, KOTOPHIE MPEICTABISIOT
coOOl peanu3aldi0 3alllUTHBIX MEPONPUITHM TpeX HaNpaBiICHUM MyHKTa 6
MPUMEHUTENBHO K Baiied ¢upme, HapuMep: CTPOTHM KOHTPOJIb BBOJUMBIX JaHHBIX,
oOecrieunBaeMblii MPOrPaMMHBIM CIIOCOOOM; OOyudeHHE TEepCOoHala; BBOJ IITpaHBIX
CaHKIIMI 32 JIOMYIIEHHbIEC OIIUOKH.
7) B rpade 7 3amaercsi CTOUMOCTh MEp 3alllUThI, MIpeyiaraéMbiX B rpade 6, Hanpumep,
pa3paboTKa AOMOIHUTEIBHOIO MOJIYJIA KOHTPOJS BBOAMMBIX AaHHbIX — 5000 py0.;
oOyueHue nepcoHana Ha kypcax — 30000 py0.

[IpencraBneHre MOMYYEHHBIX pE3YyJIbTAaTOB MPOBECTU C HCIOJNb30BaHHEeM MS
Excel.

3apanme 2 (I1K-3.1; 1IK-3.2; I1K-3.3; IIK-5.2): NMmeroTCs JaHHBIE O TOTEPSX,
BO3HUKAIOIIME H3-3a OTKa3a cepBepHOro obopynoBaHus. OLEHUTh CTENEHb PHUCKA
BO3HMKHOBEHUS ITOTEPb.

NOTEPH C.Il}""-lﬂlrl BO3HHKHOBEHHA NOTEPD

l 2 3 4 5 6 7

Web-pecype Nel
Web-pecype No2

Ouenounvle mamepuansl 0 NPOEEOCHUA NPOMENHCYIOUHOU ammecmauuu

[IpoBepsiemble MHAMKATOPHI focTHEeHUS KomrieTeHmi: YK-1.1; YK-1.2; YK-1.3;
YK-1.4; YK-1.5; I1K-1.2; I1K-3.1; I1K-3.2; I1K-3.3; I1K-5.2

Kaxnplii CTyA€HT pemaer UHAMBUAYAJbHBINA TECT U OTBEYAET HA TEOPETUUECKUM
BOIIPOC.

IIpuMepHBbIe BONPOCHI K IK3aMEHY

1. [TonsiTne aynuta 6€30MaCHOCTH

2. Metonpl aHanu3a AaHHbIX npu ayaute b

3. AHanu3 nHPOPMAITMOHHBIX PUCKOB TIPEANIPUATHUS



4. Metoibl OLIECHUBAHUS HHPOPMAIIHOHHBIX PUCKOB
5. Cranpapr «Kpurepun OLCHKM HaJEKHOCTH KOMIIBIOTEPHBIX CHCTEM)

(OpanxeBasi KHUTA)

6. 'apmonu3upoBanHbie KpuTepun EBponeiickux cTpan

7. I'epmanckuii crannapt BSI

8. bpuranckuii crangapt BS 7799

9. Mexnaynapoaunsiii cranaapt ISO 17799

10. Mexxaynaponnsiii cranaapt [SO 15408 «O6mue kpurepum»

11. Crangapt COBIT

12. CranmapTsl o 6€30MacHOCTH UH(POPMALIMOHHBIX TeXHOJOoTHi B Poccun

13. OcunoBnbie nousTuss OK

14. Metonmonorust orieHKH 6€30MacHOCTH HH(OPMALMOHHBIX TexHoJorui mo OK
15. Otenka ypoBHs JoBepusl PYHKIIMOHAIBHOM 0€30MaCHOCTH WH(DPOPMAIIMOHHOM

TCXHOJIOTHN

16. O630p kitaccoB u cemericte OK
17. Haznauenue cranmapta ISO 17799 nns ynpasinenus wHGOPMAIIMOHHON

0€30I1aCHOCTBIO

b

18. IIpakTuka npoxoxkaeHUs ayauTa U noiaydenus ceptudukara [ISO 17799

19. Ananu3 BUOB UCIOJIB3YEMBIX IPOTPAMMHBIX IIPOJTYKTOB

20. Cucrema CRAMM 21. Cuctema KOHIOP

22. CeTeBbI€ CKaHEPHI

23. 3ajauu U coaepkanue padbot npu nposeaeHuun ayaura Ub

24. IloaroroBka npeanpusAThs K npoBeaeHuro ayaura b

25. IlmannpoBanue npouenypsl ayaura b

26. Opranusanus ¥ IpoBeieHHe padboT Mo ayAUTY

27. AropuT™ NpOBEICHUS ayauTa O€30MaCHOCTH MPEANPUSITHUS

28. IlepedeHp U cucTemMaTH3aUsl JaHHBIX, HEOOXOIUMBIX JIJIs IPOBEICHUS ayAUTA

29. BeipaboTka pekOMeHJalluii U TIOJIT0TOBKA OTYETHBIX JOKYMEHTOB
30. DxoHOMHYeckas oueHka obecrieuenust b
31Nudopmarnmonnas 6e30macHOCTh OM3HECA.

32. Pa3zButue ciy>x0b1 ”HGOPMAIIMOHHON 0€30MacHOCTH.

33. MexayHapoiHas TpakTHUKa 3aiUuThl HHOOpMAIUH.

34. Mogens Symantec LifeCycle Security.

35. IlocTaHoBKa 3a7ja4y aHAIM3a PUCKOB.

36. Mogaens Gartner Group.

37. Mogens Carnegie Mellon University.

38. PaznuuHble B3IUIS/IbI HA 3aLIUTY UH(OpMAIUY.

39. HanmoHasibHblE OCOOEHHOCTH 3alIUThl HH(OpPMAIUH.

40. Oco0eHHOCTH OTEYECTBEHHBIX HOPMAaTUBHBIX JOKYMEHTOB.
41. Yd4eT oCTaTOYHBIX PUCKOB.

42. MexnayHnapoassii ctanaapt [SO 17799.

43. O630p crangapra BS 7799.

44. Pazsutue crangapta BS 7799 (ISO 17799).

45. CpaBuenue ctangaptoB [SO 17799 u BSI.



46. Crangapt CIIIA NIST 800-30.

47. AITOpUTM ONMUCAHUS UHPOPMALIUOHHON CHUCTEMBI.

48. Unentudukanus yrpo3 u ysa3BuMocteid. Opranuzaius 3aiuThl THPOPMaIIUU.
49. BenoMcTBEeHHbBIE U KOPIIOPATUBHBIE CTAaHAAPTHI yrpasieHus 1b.
50. XBSS-cnenudukaruu ceppucop 0e3omnacHoctu X/Open.

51. Crangapt NASA «be3onacHocTs HHGOOPMAIIMOHHBIX TEXHOJIOTHI.
52. Konuenuus ynpasienus: puckamu MITRE.

53. Bonpockl aHanu3a pucKOB U YIIPABJICHUS UMHU.

54. Unertudukanus pucKoB.

55. OueHuBaHuE PUCKOB.

56. 3mMepeHne pUCKOB.

57. BbIOOp 1OIyCTUMOTO YPOBHS PHUCKa.

58. Bri00Op KOHTpMED U OLIEHKA UX 3()PEKTUBHOCTH.

59. Pa3zpaboTka KOpIopaTUBHON METOJIMKH aHAJIM3a PUCKOB.

60. [ToctaHoBKa 3a1a4H.

61. MeTob! otieHrBaHusT THG)OPMAIIMOHHBIX PUCKOB.

62. TabnuyHbIe METOABI OIIECHKU PUCKOB.

63. Mertoauka aHanu3a puckoB Microsoft.

Bua u cnocod mpoBeAcHUS MPOMEKYTOYHOM aTTeCTallMU: WHIWBUIYaIbHBIN
YCTHBIN OMPOC COYETAETCS C CAMOCTOSITEIbHOM MPAaKTUYECKOW paboTOM CTyIeHTA.

Kpurtepuu olieHMBaHUS U 1IKaJIa OI[CHUBAHUS:

MakcuManibHO BO3MOXKHOE KOJIMUECTBO OalioB — 3 6ayuia. [ljis noirydeHus 3a4eTa
HEOOXOJIMMO OTBETUTHh Ha BOIPOCHI T€CTa U JaTh OTBET HA TEOPETUUYECKUH BOIMPOC C
CyMMapHOU OIIEHKOHN He MeHee 2-X 0aJoB.

3 daJs1a:

OTBeT Ha BONPOC JAEMOHCTPUPYET 3HAHUE M KOPPEKTHOE HCIIOJIb30BaHUE
TepMUHOJIOTHH. DaKThI ¥ MPUMEPHI B MOJTHOM 00beMe 000CHOBBIBAIOT BHIBOIBI. IMeeTcs
pelieHue tecta BepHoe ot 85 — 100% Bcex 3amanuii.

2 0aJsna:

OTBeT Ha BONPOC JAEMOHCTPUPYET 3HAHUE M KOPPEKTHOE HCIIOJIb30BaHUE
tepmuHosiorun. OTBET HE COAEPKUT (hakTHUEeCKUX ommnobok. BepHo gansl oTBeTH Ha 70-
84% TecTOBBIX 3aJaHUM.

1 6ann:

OTBET NEMOHCTPUPYET 3HAHUE U KOPPEKTHOE HCIOJIH30BAHUE TEPMHUHOJIOTHU.
[IpaBuibHBIE pELICHHS TECTOBBIX 3aJaHUK COCTABIISIOT OT 41-69%.

0 0aJ10B:

B otBere mpeobnanaroT paccyxaeHus oOmiero xapakrepa WM/MNJIN conmepkut
CYIIIECTBEHHbIC (PAKTUUYECKHUE OIIMOKH, MCKaKarolue CMbICH. IIpaBUIIbHBIE TECTOBBIC
OTBETHI COCTaBISAIOT MeHee 40%.

V. YueOHO-MeTOoU4YecK0e U MHPOPMALIMOHHOE o0ecTieYeHue TUCHMILTUHBI
1) PekoMenayemas nureparypa
a) OCHOBHas UTEparypa



Crprues 1O. H. 3amura nndopmarmu u nadopmMarmonHasi 6€301macHOCTb : y4eOHOe
noco6ue / FO. H. Corues; Poccuiickuii sxoHomuueckuit ynusepcurtet um. I'.B. Tlnexanoga. -
1. - Mockga : OOO "Hayuno-uznatensckuit ientp MHOPA-M", 2023. - 201 c. - (Bsiciiee
oOpazoBanue: Maructpatypa). - BO - bakanaBpuar. — Pexxum nocrymna:
https://znanium.com/catalog/document?id=420080

[IpoxopoBa O. B. NupopmanmonHas 0e30macHOCTh W 3aIuTa HHPOpMAIIUN
[DnmexkTponHBI pecypc] : yueOHuk misa By3oB / O. B. IIpoxopoBa. - 5-e¢ u3z., crep. -
Cankr-IletepOypr : Jlanb, 2023. - 124 c. - Kaura u3 xomnekuuu Jlanp - MadopmaTuka.
— Pexxum nocryna: https://e.lanbook.com/book/293009

I'puropee B. K. VYmpaenenue puckamu HHOOPMAIMOHHBIX TEXHOJOTUM
[DnexkTpoHHBIH pecypc] : yueOHoe nocodue / B. K. I'puropses. - Mocksa : PTY MUPDA,
2023. - 97 c. - Kuura u3 koyekuuu PTY MUPDA - Undopmartuka. — Pexxum nocryna :
https://e.lanbook.com/book/329000

0) JlononHuTebHAS IMTEPATYpA:

Kapkoa H.H. YmpaBineHnue puckamu, CUCTEMHBIN aHaIu3 U MOJCIUPOBAHUE:
npakTukyM. - OMCKHMI TOCYIapCTBEHHBI  arpapHblii  yHUBEPCUTET HMEHU
IT.A.Cronbinuna, 2019. — 96 ¢.— Pexum noctyna: https://e.lanbook.com/book/12663 1

[IlepOax A. B. Ynpasnenue puckamu B cpepe IT : Monorpadus / A. B. lllepdak;
AxazieMus ynpasJeHUs TOPOACKOM CpelloM, IpalOCTPOUTENBCTBA U ITeYaTH. - 1. - MockBa
: OO0 "Hayuno-uznarensckuid nentp MHOPA-M", 2023. - 243 c. - (Hayuynas MbIcib). -
HononnutenbHoe mnpodeccuonanbHoe oOpa3zoBanue. - ISBN 978-5-16-017972-8. —
Pexxum noctyna: https://znanium.com/catalog/document?id=426180

2) IIporpammHoOe obecnieueHune

Google Chrome 6ecnnaTHo
Kaspersky Endpoint Security 10 ana AKT Ha nepegauy npas MNK545 ot
Windows 16.12.2022
Lazarus 6ecnnaTHo
OpenOffice 6ecnnaTHo

MHOrodyHKUMOHANbHbIN

peaaktop ONLYOFFICE 6ecnnaTHoe

no 6ecnnaTHo
OC Linux Ubuntu 6ecnnatHoe MO 6ecnnaTHO

3) CoBpemennble npodeccHoHAIbHbIE 0a3bl JAHHBLIX W HMHPOPMALMOHHbIE

CIpPaBOYHBbIE CHCTEMbI
1. OBC Jlans https://e.lanbook.com/ JToroBop Ne 4-¢/23 ot 02.08.2023 1.

2. 9BC Znanium.com https://znanium.com/ /lorosop Ne 1106 36¢ ot 02.08.2023 r.

3. ObC VYHuBepcurerckas 6ubiuoreka online https://biblioclub.ru Jlorosop Ne 02-
06/2023 ot 02.08.2023 1.
4. 9BC IOPAUT https://urait.ru/ Jloroop Ne 5-¢/23 ot 02.08.2023 T.



https://znanium.com/catalog/document?id=420080
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/329000
https://e.lanbook.com/book/126631
https://znanium.com/catalog/document?id=426180
https://e.lanbook.com/
https://znanium.com/
https://biblioclub.ru/
https://urait.ru/

5.3BC IPR SMART https://www.iprbookshop.ru/ JloroBop Ne 3-¢/23K o1 02.08.2023

TI.

4) Ilepeyens  pecypcoB  MH(POPMANMOHHO-TEIEKOMMYHHKAIIMOHHON  CeTH
«HHTepHeT», HEOOXOAMMBIX VIS OCBOEHHUSI TUCIMIIIMHBI:
https://cyberleninka.ru/ Hay4Has snekTpoHHas OubanoTeka « KubepieHnHka.
HezaBucumblii ”HGOPMAIMOHHO-aHAJIMTHYCCKHUI ITOPTAJI IO OE30IMaCHOCTH
SASecurity Information Box
Nudopmanmonnas 6e3onacHOCTL Ha Report.ru
Nudopmanmonnas 6e3omacHOCcTh / biior / Xabpaxaop
bubnmnorexa nHGOPMAITMOHHON 0€30MaCHOCTH
bubnmoreka ceTeBoi 0S30ITaCHOCTH
KomimbproTepHast 6€30IaCHOCTD: YSI3BUMOCTH, OIITHOKH M DKCIIJIOUTHI
ITocTpoenne 0€30aCHOCTH B CETAX
3ammra nHbOopMaIui

VI. MeToanyeckue MaTepuaibl 1J1s 00y4aIOUIUXCsl 110 0CBOEHMIO THCIMILIHHBI

Memoouueckue pekomenoayuu no OPAHU3AUUU CAMOCHMOAMETbHOU PAOOM bl
CHyO0eHmoe

Ha nexnusix OyieT mpeacTaBieH HEOOXO0IUMBIN TEOPETUICCKHA MaTepHal 0 TeMaM U
MIPEJICTABIICHBI MPAKTHUECKUE 3aJaHUs IS PEIICHUS Ha 3aHATHSAX B AyJAUTOPUH IO
PYKOBOACTBOM TPEMOJaBaTelsl M CaMOCTOSATENbHO. MHOTHE 3aJaud  SIBISIOTCS
CTaHIAPTHBIMU U UMEIOT YK€ TOTOBBIC IA0JIOHBI (AJITOPUTMBI) PEIICHHSI, TEM HE MEHEe, JIJIS
MOJTyYEHHMsI OOJIBIIIETO O3HABATENBHOTO U YUeOHOT0 3PPeKTa, peKOMEHAYyEeTCS HalTMCAHNE
COOCTBEHHOTO OPUTHUHAILHOTO KOJA.

CamocrositenbHas paboTa CTy/IEHTOB B paMKax JaHHOW JUCIMIDIMHBI B OCHOBHOM
COCTOUT B TMOJATOTOBKE K MPAKTHUYECKUM 3aHATUAM U paboTe C pa3HbIMU MCTOYHHUKAMHU.
OcBoeHuto yueOHOro MaTeprana OOJbIIYI0 ITOMOIIb OKAKET JTMYHBIA TBOPUECKUNA TTOIXOI,
CBSI3aHHBIN C JIOTIOJIHUTEIILHBIM MIPOCMOTPOM MaTepraa Mo OTJACIbHBIM TEMaM.

CamocrositenbHas paboTa sIBJISETCS HEOOXOAUMOM Ha BCEW CTaMSX U TPU BCEX
dbopMax u3yudeHHs mpeaMeTa. BaxkHO MOMHHUTH, YTO Yachl 7Sl CAMOCTOSITETIHHON paboTHhl,
13 BCEro 00beMa BPEeMEHH 3aTpaueHHOT0 Ha JUCIUILINHY, OyIyT MPEeBOCXOIUTH UHBIC BUIBI
paboT. BaxkHo mporymMats CTHIIh (PUKCAIMK HOBOTO U BAYKHOTO MaTepHala.

PexoMeHryeTcsi HeMeIJICHHO 00CYIaTh JIt0Oble BO3HUKILIKE B MPOIECCe O0yUEHUs
BOIIPOCHI, MPOOJIEMBI M HESICHOCTH € TIPEToIaBaTesieM, He OTKIIABIBAs 3TO OOCYKICHUE JI0
KOHTPOJIbHOU TOUKH. [[pOKOHCYIBTHPOBATHCS € MPETNOaBaTeIeM MOYKHO BO BPEMS 1 ITOCITE
[IPAKTUYECKUX 3aHIATUH, BO BpeMs KOHCYJIbTALMW, @ TAKXKE IO JJICKTPOHHOU IIOYTE U B
JIMYHOM KaOMHETE AJIEKTPOHHOM 00pazoBatebHOM cpefibl (LMS).

TpebGoBaHus K pEUTUHT-KOHTPOJIIIO JUISl CTYACHTOB OYHOU (hOPMBI OOYyUCHHUS.

Texymiast pabota cryneHTOB 0uHOM (hopMbl 00ydeHus: orienuBaercst B 100 Oamios,
KOTOpBIC PACIIPENCIISIOTCS MEXKITy JBYMSI MOIYJSIMHU (TIEprofaMu OOYYEHUS) CIICTYIOITIM
oOpazoM:



https://www.iprbookshop.ru/
https://cyberleninka.ru/
http://www.anti-malware.ru/
http://ib.sa-sec.org/
http://infosecurity.report.ru/
http://habrahabr.ru/blogs/infosecurity/
http://bib.pps.ru/
http://www.inattack.ru/
https://securityvulns.ru/
https://attack-on-web.net/showthread.php?p=39978
https://nordrus.info/security/

Moayme | MakcumanbHas | MakcumalibHas PedepupoBanune, | MakcuMabHbIM
(meprion | cymma O6a/ioB | cymMMa OaiyioB3a | TpE/ICTaBIICHHUE Oast 3a
o0y4eHus1) B MOZyJIE paboty Ha HAY4YHOM CTaTbH, | PEUTHUHIOBYIO
MIPAKTUYECKUX CO3JIaHUE U KOHTPOJIbHYIO
3aHATHSIX OTJAJIKa KoJia paboty
| 30 10 5 15
2 30 10 5 15

[IpaBuna GhopmMHUpOBaHWST PEUTUHTOBOM OICHKHA W KAy Tepecdera PeHTHHIOBBIX
0a/IoB B OIICHKY Ha dK3aMeHe cM. B «[loyoykeHnr O peMTHHTOBOM CHCTEME OOYy4eHUs B

TBI'V»:

https://www.tversu.ru/sveden/files/Pologhenie_o_reytingovoy_sisteme_obucheniya(1).pdf

VII. MatepuajibHO-TEXHUYeCKOe 00ecredeHue
VY4eOHbIll MpoIecC MO JaHHOW JUCIUIUIMHE NPOBOJUTCS B  ayJIUTOPHSIX,

JICKIIMOHHOTO THIIA, 3aHATUH
CEMHUHApPCKOTO THIIA,
KYpCOBOT'O IMPOEKTUPOBAHUS

HOYTOYK, IPOEKTOP

OCHAIIICHHBIX ~ MYJIbTUMEIUMHBIMU  CpeJcTBaMu  oOydeHus. Jlnsg  opraHuzanuu
CaMOCTOSITETbHOM ~ pabOTBhl  CTYJAEHTOB HEOOXOJMMO HAIMYHME TEPCOHAIBHBIX
KOMITBIOTEPOB C AOCTYNOM B MIHTEpHET.
HaumMmeHnoBaHue OcHaleHHOCTh IlepeyeHb JTULIEH3MOHHOI'O
cenuaJbHbIX* cnemuaJbHbIX NMPOrpPaMMHOI0 odecrneyeHmsl.
noMeneHu U moMeneHu noMeneHu u PexkBU3UTHI NOATBEPKIAAIOILETO
JJIS1 CAMOCTOSITEILHOM noMeneHuH 11 AOKYMEHTA
padoTbI CaAMOCTOSITeJILHOM
padoThI
[Tomeienue s Google Chrome-6ecrinatHo; Kaspersky
CaMOCTOSITEIIBHOM PaboTEl, Endpoint Security 10 mms Windows-Akt
yueOHas ay IuTopHs 'H\J,I A Cromsr, . CTYIIbA, Ha niepenauy npaB [1K545 ot 16.12.2022;
MPOBEACHUS 3aHATUN MEPEHOCHOM
JIEKLIMOHHOTO THUIA, 3aHATUN | HOYTOYK, Lazarus  —6ecrmatno;  OpenOffice -
CCMHHAPCKOI0 THIIA, KOMIIBIOTEPhI OecIIaTHo; MHoropyHKIMOHaTbHBIN
KypcOBOIO MPOCKTHPOBAHIA penakrop ONLYOFFICE 6ecruiataoe
(BBITIOJIHEHUST KYPCOBBIX
paboT), rPyNIOBLIX U 11O- Occmnatio;
WHIVBUIYAJIBHBIX OC Linux Ubuntu 0ecrmaTHoe I1O-
KOHCYJIbTAlMH, TEKYIIETO GeCIUIaTHO
KOHTPOJIA U
IIPOMEXYTOUYHOU
aTTECTAIMU, IPAKTUKHU
Kommnrsrotepnsiii kinacc 203a
170002, r.TBeps,
CanoBbili iep-k, 4. 35.
Yuacbnas ayuropus Hjm Croni, . CTyIbA, Google Chrome-6ecrunatno; Kaspersky
MPOBEICHUS 3aHITUI MIEPEHOCHOM

Endpoint Security 10 ams Windows-Akt
Ha nepenavyy npas [1K545 ot 16.12.2022;



https://www.tversu.ru/sveden/files/Pologhenie_o_reytingovoy_sisteme_obucheniya(1).pdf

(BBIMOJIHEHUST KYPCOBBIX
paboT), rPyNIOBBIX U
WHIUBUTy AJIbHBIX
KOHCYJIbTAIIMH, TEKYILEro
KOHTPOJIS U
MIPOMEKYTOUYHOU
aTTECTAIlH, Y4eOHAs
ayoumopus 203, 224,
170002, r.TBeps,
CanoBblii iep-K, 1. 35

Lazarus

OecIUIaTHO;

I10-

OecrIaTHO

—0eCIlIaTHO;

OpenOftice

MHoOTropyHKIIHOHATHHBIN
penaktop ONLYOFFICE 6ecratnoe
OecIuIaTHO;

OC Linux Ubuntu 0ecruiatHoe

Hanuune ydyeOHO-HAriasigHbIX MOCOOMH, MPE3eHTALMN JUIsl NPOBEACHUS 3aHATHIA

JICKOUOHHOT'O U CCMHUHAPCKOT'O THUIIA, O6€CH€III/IBaIOHII/IX TEMATHYCCKUC UIITTIOCTPAIUN.

VIII. CBenenusi 00 00HOBJIEHUM padoyeii MPOrpaMMbl IUCHUILTAHBI

BUJIOB YUEOHBIX 3aHSTH,

IV. Ouenounble MaTepHabl
JUTS IPOBEJICHUS TEKYLIEN U
IIPOMEKYTOUHOU
aTTecTaluu

Nerm.. OOHOBIIEHHBIH Onucanue BHeceHHbIX | /[aTa m mpoTOKO.JI
pa3nen padoueit U3MEHEeHUM 3aceqaHusd
MPorpaMmbl kadeapsol,
TUCHMILUTUHBI (WJIN yTBepPAUBIIET0
MO/1YJIs1) H3MEHEHUs
1. [-VIII Co3nanune PII/T B | [IpoTokon Ne 10 ot
COOTBETCTBHM ¢ HOBBIM | 29.06.2021
CTaHJAPTOM
2. V. VY4ebHo- | OOHOBieHHe  cnuckoB | [Iporokon Ne 1 ot
METOJIMIECKOE u | 110. Oo6nosnenwne | 1.09.2023
UH(POPMAITTOHHOE cceuiok u3 ObC.
o0ecrieueHue
JCIIUTLTUHBI
3. II. Conepxanne | KoppekTupoBka [Ipotokon Ne 7 ot
JUCITUILIUHBI, HanMEHOBAaHHUH pasacioB u 7032024
CTPYKTYPHUPOBAHHOE 0 | TEM.
TeMaM (paznenam) ¢ | KoppektupoBka OII€HOYHBIX
YKa3aHuEM OTBCACHHOI'O0 Ha | MAaTCpHUaJIOB
HUX KOJIMYECTBa
AKaJICMHNYCCKUX qaCcoB u




