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l. AHHOTALIMA

1. Heab 1 3a1a4u JUCHUIIIMHBI

Heab0 OCBOEHMS IUCUMIUIMHBI SIBISETCS W3Y4YE€HHE Marepualia, OTHOCSILIETOCs K
OOIIMM OCHOBAM MAaTEMAaTHYECKUX METOAOB 3allUThl MH(OpPMALMHU B HPO(EeCCHOHATBHON
JEATETbHOCTH:

1)  cucTeMHBIE OCHOBBI HCIOJIL30BAHUS MAaTEMAaTHYECKOrO armapara OymayluMH
CTICIMAIMCTAaMU B TIPEIMETHOM 00J1acTy;

2)  HMHCTPpYMCHTAIbHBIC CpEACTBa WH(POPMAIMOHHBIX TEXHOJOTHHA JUIS 3alllUThI
UH(pOpMAaLIUH.

3agayamMu OCBOEHMS IUCLIUIUIAHBI SIBIISTIOTCSL:

1) Nzy4enrie OCHOBHBIX IOHSTHI TEOPHH 3aIIUTHI HH)OPMAIITUH.

2) N3yuenne 6a30BBIX MATEMATHUYESCKIX METOJIOB 3alUThl HH(OpMAIIHH.

3) [lomyyenne u cucTeMaTu3alysl 3HAHUKM IO 3alIUIICHHBIMH KOMITBIOTCPHBIMH
CHCTEMaM M CpeJCTBaM OOpaOOTKH, XpaHEHUs U Ieperadyd MHPOpMaLUM; CIy:KO0aM 3aIlyThl
uHQOpMaLIMKM; MaTeMaTHYECKUM MOJENISIM  IMPOLIECCOB, BO3HUKAIOIMX TPH  3allUTe
UHpOPMAITUH.

4) NzyueHne MeXaHU3MOB U HHCTPYMEHTOB KNOEpOE30I1acHOCTH.

5) H3yuyeHue KapbepHBIX TpPEKOB B MPOQecCHOHATBHON cdepe, OTHOCAIIEHCS K
MH(POPMALMOHHBIM TEXHOJIOTUSM U 3aLUTE HH(OPMALIUH.

6) IlpuoOpereHne HaBBIKOB CaMOOOYYEHHS M HENPEPHIBHOIO MPOHECCHOHATIBHOTO
CaMOCOBEPIIICHCTBOBAHUSL.

2. Mecto muciiuinibl B cTpykrype OOII

JlaHHas AMCUMIUIMHA BXOOUT B OOS3aTEIbHYI0 YacTh y4eOHOrO IUIaHA, SBIISETCA
JUCUUIUTMHON crienuanu3auuu «MaTeMaTHuecKiue METO/Ibl 3allliThl THPOPMAMK» U CBS3aHa
C JpPYyrMMH JUCIMIUIMHAMH 00pa30BaTelbHOM mporpamMmbl.  «Ausrebpay, «JluckperHas
MateMaTukay, « HbopmaTrkay, «SI3pIKkH MPOrpaMMHUPOBAHUS.

W3yyenue AWCHUIUIMHBI OCHOBBIBACTCS Ha 0a30BbIX 3HAHUSX CTYACHTOB,
MpUOOPETEHHBIX B paMKax MIKOJIbHOTO Kypca « upopmatuka u UK T».

TpeboBaHusi K Ha4aJbHOMY YPOBHIO IMOJATOTOBKHM CTYJEHTA, HEOOXOAUMOMY JUIS
YCIIEIIHOTO OCBOCHMUS JUCLMIUIMHBI HE BBIXOAAT 34 PAaMKHU IIKOJIBHBIX KYpCOB
«Mudpopmaruka u UKT», «Marematukay.

JIMCUMIUTMHBI, Ui KOTOPbIX OCBOCHME JAHHOM JMCIMIUIMHBI HEOO0XOJUMO Kak
npeamectByroniee: «OCHOBbI MHPOPMALMOHHOW O€30MacHOCTHY, «ATNMapaTHble CpeACcTBa
BBIUUCIIUTEIBHON TeXHUKW», «TexHndeckas 3anmra uHPopManum», «TeopeTHKo-4ncIoBbIe
MeTo/bl B Kpunrorpadum», «MeTofpl TEOpHUH WIP B pEIICHUH 3a/1a4 HH(OPMAIMOHHON
0e30macHOCTI, «MeTo/Ibl M CpeACTBA KpUNITOrpapuyueckoi 3auThl nHpopMmarmmy, «Moaenu
0€30MaCHOCTH KOMIIBIOTEPHBIX CHUCTEM», «3allliTa B ONEpAIMOHHBIX CHCTEMax», «3alluTa
MporpaMM U JIaHHBIX», «3ammTa uHGOpMAIMKA OT YTEYKH M0 TEXHUYECKUM KaHajamy,
«Teopuss KoAWpOBaHUS, CXaTusi W  BOCCTaHOBJIeHUS uHpopmaium», «lIpoekTHas
AeaTenbHOCThY,  «lIporpammHo-ammapaTHele  CpeicTBa  3alIMThl  MH(pOpMAMU  OT
HECAaHKIIMOHUPOBAHHOTO JTO0CTyHa», «TexHomorus pa3paboTku MH()OPMALMOHHBIX CHCTEM B
3aIUIIICHHOM HCIIOTHeHU», «OCHOBBI KBaHTOBOW (usuku u wuHbopmatukm», «Teopus



BBIYMCIIUTEIIBHOM CJIOKHOCTIH,
TCXHOJIOTMYICCKasl ITPAKTUKA» .

3. 00beM MUCHHMILIMHBI: 6 3aYeTHBIX eauHMIl, 216 akageMHYeCKHX 4YacoB, B TOM

qHUCJIC:

KOHTAKTHAs ayIUuTOpHAA pa60Ta: JICKIIUH — 70 9acCoB, B T.4. IIPAKTHYCCKAsA IIOATIOTOBKA —

0 gacos;

«AHaIIUTHKA

OOJIBITINX JaHHBIX»,

camocTosiTeNibHast padota: 119 gacos,;

KOHTPOJIb: 27 4acoB.

4. IlnanupyeMble pe3yJibTaTbl O00y4YeHHs] MO JAWUCHUILVIMHE, COOTHECEHHbIe C

IVIAHUPYEMBIMH pE3yJIbTaTaMH OCBOCHUSA 06p330BaTeJII)HOI71 IporpaMmmabl

[Inanupyemble pe3yabTaThl

OCBOEHUS 00pa30BaTEIIbLHOM

nporpamMmsl (hopMUpyeMbIe
KOMIIETEHIIUH)

[Inanupyemblie pe3yabTaThl 00yUEHHS IO
JUCIIATUTUHE

OIIK-1 Cnoco0eH o1leHUBaTh POJIb
uH(popmanuy, HUHGOPMALMOHHBIX
TEXHOJOTUA W UH(OPMAIIMOHHOU

OIIK-1.2 OcymecTtBasieT KiacCUPHUKAIIIO
3amuiaeMoi nHdopMaluu Mo BUAaM TalWHBI
Y CTETICHSIM KOH(DHUIEHITMAIBHOCTH

npo¢eCCUOHATILHON JIeATEIbBHOCTH

oesomacHocth B coBpeMeHHOM | OIIK-1.3 TIpumenHsieT OCHOBHBIC CPECTBA U
oOmecTBe, HMX 3HAYEHUE JUIA | clocoObl  oOecriedeHuss WHGOPMAIIMOHHON
obecrneueHus OOBEKTUBHBIX | 0€30MACHOCTH,  MPHHIHUIBI  TOCTPOCHHUS
noTpeoHOoCTEHN JIUYHOCTH, | CUCTEM 3alUThl HH)OPMAILIUH

00111ecTBa U rocyapcTBa

OIIK-3 Cnoco6en Ha ocHoBanuu | OITK-3.1 [IpousBoaut CTaHJapTHBIC
COBOKYITHOCTH  MaTeMaTHYECKHX | aireOpanveckue Omnepalud B OCHOBHBIX
METO/IOB pa3palaTbiBaTh, | YUCIOBBIX M KOHEYHBIX MOJSAX, KOJbIaX, a
00OCHOBBIBaTh U PEAJN30BBIBATH | TAKXKE C IMOJCTAHOBKAMH, MHOIOYJIEHAMH,
IPOIIEAYPHI pelieHus 3a7a4 | MaTPUIIAMH, B TOM YHCIIE C UCIIOJIb30BAaHUEM

KOMIIBIOTEPHBIX TPOTrpaMM

OIIK-35 OreHuBaeT
AJITOPUTMOB M BBIYUCIICHUM

CJIOKHOCTH

OIIK-7/ CnocobeH  co3maBath
IPOrpaMMBbI Ha SI3bIKaX BHICOKOTO U
HU3KOTO  YPOBHS,  IPUMEHSTH
METOJBI W  HHCTPYMCHTAJbHbBIC
CpeICTBa MPOrPAMMHUPOBAHUS IS
penieHus mpodecCuoHaNbHBIX
3ajady, OCYIIECTBIISATH
000CHOBaHHBI BBIOOD
WHCTPYMEHTAPUS
IPOrpaMMHUPOBAaHUS H  CIIOCOOOB
OpTraHMU3aI|H MPOTPAMM

OIIK-7.2 IlpumeHsSeT H3BECTHBIE METOJIbI

IPOTPAMMHUPOBAHUS 151 BO3MOXHOCTH
0a30BOTO sI3bIKA TPOTPAMMHUPOBAHMS IS
pEeIIeHUs]  TUIOBBIX  MPOQPECCHOHATBHBIX
3a7a4

OIIK-10 Cnooco0Oen

OITK-10.1 Vicnionb3yeT MeTOAbl TOCTPOCHHUS

3

«IIpoekTHoO-




IIPOTrPaMMHO-ANINAPATHBIX CPEACTB
3alUThl HMHQOpPMALUMU C YYETOM

HHUX

aHaJIN3UPOBATh TEHJEHIUU | OBICTPBIX  BBIYUCIUTEIBHBIX  AJITOPUTMOB
pPa3BUTHSL METOJIOB M CPEACTB | aIreOpbl U TEOPUHU YHUCEI
Kpunrorpaduueckoiu 3amuTel | OIIK-10.3  Pemaer  TumoBble  3ajayu
uHpopmaIm, UCII0JIB30BaTh | KOAUPOBAHUS M JICKOUPOBAHUS

cpencTBa Kpunrorpaduyeckon

3aIUATHI uHopMaIuu npu

peIICHUH 3a1au

npodecCoHaNBEHOM NI TETEHOCTH

OIIK-2.1 Cnocoben OIIK-2.1.1 Hcnons3yet B
pa3pabaThIBaTh aqrOPUTMBI, podecCHOHATTEHOM TeSTENHHOCTH
pealn3yIone COBPEMEHHbIE Kpunrorpaduieckue ANTOPUTMBI u
MaTEeMaTUYECKUE METObI 3alUThl | peaTu3yeT UX MPOrpaMMHO

uHdOpMaIuu

OIIK-2.3 Cnocoben mnpoBoauth | OIIK-2.3.1 [Ipumenser HaMOHAIbHbIE,
CpPaBHUTEJIbHBIN aHaIu3 U | MEXKTOCY/IapCTBEHHBIE W MEXIYHapOIHbIE
OCYIIECTBIISATh 00OCHOBAHHBIN | CTAaHJIAPTHI B 00JIACTH 3aIIUTH HHGOPMAIINH
BBIOOD MPOTPaMMHBIX u | OIIK-2.3.2 AHamM3WpyeT CyIMECTBYIOIIHE

METOJAbl W CPEACTBA, IPUMEHSIEMBIE IS
KOHTPOJIA U 3alIUTHl THPOPMALIUH

PCaIN30BaHHbIX B
MaTEMAaTH4YCCKUX MECTOA0B

5. ®opMa MPOMEKYTOYHOI ATTECTAIIMM M CeMeCTpP MPOXOKAeHus1 — 3a4eT B 1-m
CEMECTPE; IK3aMEH BO 2-M CEMECTPE.

6. SI3bIKk NpenoaaBaHus PyCCKUH.

Il. Conep:kanue QUCHMIUIMHBI, CTPYKTYPUPOBAHHOE MO TeMaM (pa3jejiam) ¢
yKa3aHHeM OTBEJIEHHOI0 HA HUX KOJMYECTBA aAKAJeMHYECKHUX YACOB U BHIOB y4eOHBIX
3aHATHH

Ounas popma 00yueHHs

VYuebnas nporpamma — | Bcero KonrakTtHas pabora (dac.) Camocrositen
HAaUMEHOBaHUE (qac.) | Jlexium [IpakTudeckue 3aHATHSL bHas padora,
pa3JelioB U TeM B TOM YHCIIC

BCETO B T.4. KoHTpoh
MpaKTHIecKas (vtac.)
MOJATOTOBKA

Tewma 1. OcHOBHBIC 14 4 0 0 10

TIOHSATHSI U 33]1a4H

nH(OPMALIMOHHON

0e30MacHOCTH

Tema 2. OcHOBBI 28 12 0 0 16

3aIUTHl HHGOPMAITIT




Tema 3. Yrpo3sl
0e30IMacHOCTH
3aluIaeMon
uHpopMauu

28

12 0

Tema 4. MexaHu3mbl U
WHCTPYMEHTBI
KnOepOe3011acHOCTH

17

Tema 5. ITpaBoBOE
3aKOHOJIATEIILCTBO B
chepe
nH(pOpMAITMOHHOM
0e301macHOCTH

Tewma 6. IToustue
uHpOpMaLUU B TEOPUHU
[Ilennona

13

Tema 7. KonupoBanue
nHpopmaruu

22

Tema 8. OcHOBBI
Kpunrorpaduu

24

Tema 9. Texaudueckue
Y IPOrpaMMHBIE
CpeACTBa 3alUThI
uHbOopMauu

13

Tema 10.
KomnbrorepHnas
KPUMHHAJIMCTHUKA

17

Tema 11. Hudposas
ITHKA

Tema 12.
WNudopmanronnas
THTHEeHA

Tema 13. KapbsepHsblit
Hasurarop no UT-
CHEIMAIIBHOCTSIM

13

NTOI'O

216

70 0

0 146

I11. O6pa3oBaTe/ibHbIE TEXHOJIOTHH

VYyebnas nporpamMma —
HalMEHOBAaHUE Pa3JIeJIOB

Bun 3anstus

OO0pazoBaTeibHbIE TEXHOJIOTHH

" TEM
Tema 1. OCHOBHEBIE ITOHSITHS JIEKIIUS JIMCKyCCMOHHBIE TEXHOJIOTHH,
1 3a/1a4u WHHOPMAITMOHHOM JTUCTAaHIIMOHHBIE 00pa30BaTEIHHBIC
0e30IMacCHOCTH TEXHOJIOTHH,
npoOieMHast TISKITHs
Tema 2. OCHOBEI 3aIIIUTEI JIEKIUA JIMCKyCCMOHHBIE TEXHOJIOTHH,

uHpopMaIuu

JTUCTaHIIMOHHBIE 00pa30BaTEeNbHBIC
TEXHOJIOTHH,
poOIeMHasE JTCKITUS




Tema 3. Yrpo3ssl JeKIUs Mo3roBoii WITypM, TUCKYCCHOHHBIE
0C30IMaCHOCTH 3allMIIacMOit TEXHOJIOTHH,
uHpopManuu UTpOBasi TEXHOJIOTHUS, KeHc-
TEXHOJIOTHSI, METOJIbI TPYIIIIOBOTO
pelIeHrs TBOPUYECKUX 3a/1a4
Tema 4. MexaHU3MEL 1 JIEKIUA JIMCKyCCMOHHBIE TEXHOJIOTUH,
UHCTPYMEHTHI JTUCTaHIIMOHHBIE 00pa30BaTEIbHbIC
kubepbe3onacHoCcTH TEXHOJIOTHH,
npoOJieMHast JIEKIHs
Tema 5. IIpaBoBOE JICKIUS JIMCKyCCHOHHBIE TEXHOJIOTUH,
3aKOHOJATENLCTBO B chepe JTUCTaHIIMOHHBIE 00pa30BaTEIbHbIC
UH()OPMAITMOHHOU TEXHOJIOTHH,
0€301acCHOCTH npoOIeMHast JTCKIIHS
Tema 6. Ilousarue JIEKIUA JIMCKyCCMOHHBIE TEXHOJIOTUH,
nH(pOpMAaLIUY B TEOPUU JTUCTaHIIMOHHBIE 00pa30BaTeNbHbIC
IIlennona TEXHOJIOTHH,
npoOsieMHast JIEKIHS
Tema 7. KongupoBanue JICKIUS JIMCKyCCMOHHBIE TEXHOJIOTHH,
uHpopManuu JTUCTaHIIMOHHBIE 00pa30BaTENbHbIC
TEXHOJIOTHH,
npoOsieMHast JIEKITHS
Tema 8. OcHOBEI JIEKLIUS JlucKycCHOHHBIE TEXHOJIOTHH,
Kpunrtorpaduu JTUCTaHIIMOHHBIE 00pa30BaTENbHbIC
MpaKkTUIecKast TeXHOJIOTHL
MOATOTOBKA npoOiieMHast JeKIus,
WTpOBasi TEXHOJIOT s, KeHc-
TEXHOJIOTHSI, TEXHOJIOTHS Pa3BUTHUS
KPEaTUBHOTO MBIIIJICHUS
Tema 9. Texnuueckue u JIEKIIHS JlucKyccruoHHBIE TEXHOJIOTUH,
MIpOTrpaMMHBIE CPEJICTBA JTUCTAaHIIMOHHBIE 00pa30BaTEIbHBIC
3aIuThl HH(OPMALIUN TEXHOJIOTHH,
npoOieMHast JIEKIHs, KeHC-TEXHOIOTUs,
METO/Ibl TPYIIIOBOTO PELICHUS
TBOPYECKHUX 33724
Tema 10. KomnerorepHast JIEeKIUS Mo3roBoi WTypM, TUCKYCCHOHHBIE
KpPUMHHAJIUCTHUKA TEXHOJIOTHH,
WTpOBasi TEXHOJIOT s, KeHc-
TEXHOJIOTHSI, METO/IbI TPYNIIOBOTO
pelieHus: TBOPUYECKUX 3a71a4
Tema 11. [ludposas sTuka JIEKIIHS JlucKycCHOHHBIE TEXHOJIOTUH,
JTUCTAaHIIMOHHBIE 00Pa30BaTEIHHBIC
TEXHOJIOTHH,
npoOieMHast TISKITHs
Tema 12. Undopmarimonnast | JeKus JlucKycCHOHHBIE TEXHOJIOTUH,
TUTHEHA JTUCTAaHIIMOHHBIE 00pa30BaTEIHHBIC
TEXHOJIOTHH,
npoOieMHast TICKITHs
Tewma 13. KapbepHsiii JIEKIUS JIMCKyCCMOHHBIE TEXHOJIOTUH,

HauraTtop no UT-
CIICINAJIBHOCTAM

JTUCTAaHIIMOHHBIC 00pa30BaTEIbHBIC
TCXHOJIOI'UH,
npoOIeMHast TICKITHs




IV. OueHounble mMaTepuajbl 1Js NPOBeJIeHUs] TeKyllell M NMPOMEKYTOYHOWM
aTrecTanun
Ouenounvie mamepuansl 0151 NPOBeOCHUA MEKYULel ammecmayuy

3aganus 111 KOHTPOJISI CAMOCTOSTEILHOM PA00ThI
[TpoBepsieMble MHAUKATOPHI AocTHREeHUST kKomnieTteHuumit: OIIK-1.2; OIIK-1.3; OIIK-
3.1; OIIK-3.5; OIIK-7.2; OIIK-10.1; OIIK-10.3; OIIK-2.1.1; OIIK-2.3.1; OIIK-2.3.2.

Tema 1.

1) Tlokaxxute CBSI3b MEXKIY YPOBHEM Pa3BUTHs OOINECTBA M TEXHOJIOTHSIMH 3alllUTHI
UH(POPMALIH.

2) C 4eM CBsI3aH BO3POCIIMI HHTEPEC K MPoOIeMaM 3aluThl HHOpPMAIHU?

3) B wem, Ha Bam B3I, 3aKIFOYAOTCS OCHOBHBIC TPYJHOCTH OOCCIICUCHUS
UH(POPMAIMOHHOM 6€30ITaCHOCTH B HACTOSIILIEE BPeMsi?

4) Yro Takoe wuH(popMammoHHas cucTema? TelneKOMMYHHMKAIMOHHAs —cHcTeMa?
ABTOMATU3MPOBAaHHAS CUCTEMA?

5) Yro Takoe 3ammra nHdopmarmu? MupopmarimorHas 0€301macHOCTb?

Tema 2.

1) Tlepeurciure OCHOBHBIC HOCUTEIN HH(POPMAITIH, OCOOCHHOCTH UX HCIIOJh30BAHUS 1
3aIIUTBHI.

2) Kakumu CBOMCTBaMH OIPEICIISETCS ICHHOCTh HH(OPMAIHN?

3) Kakwue kpuTepuu OICHKH IIEHHOCTH HH(pOpMaI Bbl MOXKETe MPEIIOKHUTH?

4) TlpuBeauTe MpUMEpPHI Pa3IYHON 3aBUCUMOCTH IIEHHOCTH MH(OPMAIIMK OT BPEMEHH.

5) Uro nornmaercs o HHPOPMAITOHHBIMH pecypcaMu?

Tema 3.

1) Ha mpriMepe HECKONBKUX Ppa3MYHBIX YIPO3 MOKKUTE, YTO WX OCYIICCTBIICHHE
NPUBEIET K U3MEHEHHIO OJTHOIO M3 OCHOBHBIX CBOMCTB 3alllMIaeMOi MH(popMaluu
(KOH(HUICHIIMATLHOCTH, TIEIIOCTHOCTHU, JOCTYITHOCTH).

2) TlpuBenute MpPUMEPBI CHUCTEM, JUII KOTOPBIX HAMOOJBIIYIO Yrpo3y O€30MacHOCTH
NPE/ICTABIISIET HApYIIEHHE KOH(PUACHIIMATHLHOCTH HH(POPMAITUH.

3) Jlnsa kakux cucteM (TPUBEIUTE TPUMEPBI) HAUOOJBIIYIO OMACHOCTH MPEACTABIISCT
HapyUIeHHE LEIOCTHOCTA HH(opMaIn?

4) B Kakux CHCTEMaX Ha TIEPBOM MECTe CTOUT OOCCIICUCHHE JOCTYITHOCTH
uHpopmMarpn?

5) B d4em pasnmuurie TOHITHH «HAPYIICHUE KOH(PUICHIMATEHOCTH HH(POPMAITUN,
«HECAHKITMOHUPOBAHHBIN JOCTYI K HH(OPMAITUIY, «yTeuka HHPOpMaIIIm)?

Tema 4.

3ananue 1.

[lpumepom KakoW aTaku SBIAETCS TMEPEXBAT 3JIOYMBIIUICHHUKOM MepeaaBaeMbIX
JaHHBIX C OTHOBPEMEHHON MOJM(UKAIIMEH «TIPO3PAYHO» ISl 00EUX YUaCTBYIOLIMX B OOMEHe
CTOPOH?

A. IpocnymmBanue cetu (sniffing)



B. Ilogmena v crryunr (spoofing)

C. ITepexsat coenunenus (hijacking)

D. IloBTopHas nepenaya (replay)

E. UesntoBek B cepeaune (Man in the middle)

3amanue 2.

VYxkaxkure BHUJII aTakW, KOTJAA 3J0YMBIIUIEHHUK TMOCHUIAET Ha KOMIBIOTEP CIEIUATBHO
CKOHCTPYMPOBAHHBIM CETEBOM MAKET W MOJIy4aeT IOJHBIA YAAJICHHBIM KOHTPOJIb HAJ ITUM
KOMITBIOTEPOM.

A. DoS-araka (DoS attack)

B. Ilepenotnenne 6ydepa (buffer overflow)

C. INogmena v ciryuar (spoofing)

D. [lepexsar coequnenns (hijacking)

E. IToBTopHas nepemaya (replay)

Tema 5.

1)

2)
3)

4)

5)

Coopmynupyiite ~ OCHOBHble  TOJIOXKEHUS  JIOKTpuHBI ~ MHQPOPMALMOHHOM
oe3omnacHocTu PO.

B uem ocobenHoctu Kanaackux kputepreB 6€301acHOCTH KOMITBFOTEPHBIX CHCTEM?
Omummre cTpykTypy OOmUMX KpUTEpHEB 0€30MacHOCTH  MH(OPMAIMOHHBIX
TEXHOJIOTH.

Onummre  TeXHOJOrW0  npuMeHeHusi OOmMX — KpUTEpueB  OE30MacHOCTH
UH(POPMALTMOHHBIX TEXHOJIOTHH.

KakoBbl TEHACHIMH DPA3BUTHSI MEXIYHApOTHOM HOPMATUBHOW 0a3bl B 00JaCTH
MH(POPMALIMOHHOM Oe30macHOCTH?

Tema 6.

3ananue 1.

Kakoe xonmmuecTBo HHPOPMAIIH CBSI3aHO C UCXOJIOM CIIETYFOIIUX OIBITOB:

a) OpPOCOK UTPaTbHOM KOCTH;

0) OPOCOK JIBYX MOHET;

B) BBITACKMBAHUE HAYTa]] OJTHON UTPAITLHOM KapThl U3 36;

r) OPOCOK JIBYX UTPATTBHBIX KOCTEH.

3aganue 2.

VICTOYHUK MOpPOKITAET MHOMKECTBO IIIECTU3HAKOBBIX COOOIICHHH, KaXI0€ M3 KOTOPBIX
cogepkuT 1 3HaK «*», 2 3Haka «%» u 3 3Haka «!». Kakoe kommdectBo wuH(pOpMaLUM
COJICPKUTCS B KOKIOM (OJTHOM) M3 TAKUX COOOILIEHUIT?

Tema 7.

3aganue 1.

[lepBuuHbIii andaBUT COACPKUT 8 3HAKOB C BEPOSTHOCTAMHU: «Ipobdem» - 0,25; «?» -
0,18; «&» - 0,15; «*» - 0,12; «+» - 0,1; «%» - 0,08; «#» - 0,07 u «!» - 0,05. IIpenmoxure
BapUaHT HEPABHOMEPHOTO aj(aBUTHOTO TBOMYHOTO KONA C PA3JEIUTETIEM 3HAKOB, a TAKKe
noctpoiire konpl [llennona—®ano n Xapdmana; cpaBHUTE NX H30BITOYHOCTH.

3ananue 2.



[loctpoiite B BHJE OJOK-CXEMbI TIOCIEIOBATEILHOCTh JICHCTBUM  YCTPOMCTBA,

MPOU3BOALIETO JIEKOIUPOBAHUE COOOIIEHUS, KOJIbI KOTOPOTO YAOBIETBOPSIOT ycioBuio daHo.
Peanmu3yiiTe mporpaMMHO Ha KaKOM-JIMOO SI3bIKE MPOrPaMMUPOBAHUSL.

Tema 8.
3amanue 1.
Harmumure nporpammy paloTsl mmdparopa-aemmdparopa Mo BBEACHHOMY TEKCTY

(KpunTorpaMme) U KITI04y sl KaKOro-JIm00 alropuTMa NepeCTaHOBKY.

3aganue 2.
Hammmre nporpammy paboTtsl mmdpaTtopa-aemmdpaTopa Mo METOay TaMMHAPOBAHHS;

OuToBas raMMa JI0JbKHA (POPMHUPOBATHCS IPOTPAMMO CITyYaitHBIM 00pa3oM.

Tema 9.

1) Tepeuncmure 3amaun 3amuthl vHGopMarry TKC B yciaoBusx KOH(IAKTA.

2) Jlaiite ompenencHue koHGuMKTa. [IpuBeanTe CrocoObl paspellieHrs] KOH(IMKTa B
TKC.

3) Kakue Buapl KOHTPONsA A(P(EKTUBHOCTH HMH)KCHEPHO-TEXHUUYCCKOW  3alllUThI
uH(pOpMaIMU BbI 3HaETE?

4) Kakuie TPEIbsIBISIFOTCS TpPeOOBAHMS IO 3alMTe WH(POPMAIMU OT YTCYKH II0
TEXHUYECKUM KaHajam?

5) JlaiiTe KJIaCCU(PHKAIIO METOJOB M CPEICTB 3alIUThI HH(YOPMAIMH OT TEXHUICCKHIX
pa3BelIoK.

Tema 10.

3aganue 1.

Onpenenute Tpu HanboJIee BaXKHBIX 00J1aCTEl KOMIIETEHITUN C TOUKU 3PCHUS

IIPUMEHUMOCTH B KOMIIBIOTEPHOW KPUMUHAIIMCTHKE:

v
r

IOpuanueckue acnekTel mpaBa

[IpoekTHBI MEHETKMEHT

w )
¥ Texuukn paccienoBaHum

v
i KOMHI)IOTepHI)Ie TCXHOJIOTHH

3ananue 2.
Kaxkoii n3 HMKe nepedyrciIeHHbIX METOIOB OTHOCUTCS K CIEIUaIbHBIM METOIaM,

IIPUMEHSIEMBIM B KOMIIBIOTEPHOW KPUMUHAIIMCTHKE:

@
" DMynsus ceTeBbIX M ONEPALMOHHBIX CEPBUCOB

Hab6mronenue
COop cTaTUCTUYECKUX JTaHHBIX

AnHanus

Tema 11.
3ananue 1.
Kakwue stansl 1udpoBoit 3peocTH MPOXOIUT TOCYIapCTBO?

(e

1. anekTpoHHOE 2. OTKPBITOE 3. MaTalleHTPUYHOE 4. TIOJIHOCTHIO ITU(PpoBOE

1. anekTpoHHOE 2. MHAYCTpUANIbHOE 3. AaTaleHTpuyHOoe 4. ¢ poBoe
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1. aeKTpoHHOE 2. OTKPHITOE 3. JaTAlEHTPUYHOE 4. TIOJIHOCTHIO U(PPOBOE
5. "ymHoe"

1.251eKTpOHHOE 2. TUCTAaHIIMOHHOE 3. TEXHOJIOTUYHOE 4. OTKpbITOE 5. "ymMHOE"
3amanue 2.

Ha xaxowm »rane Haxoaurcs ceruac Poccus?

-
QJICKTPOHHOC IOCyaAapCTBO

JTUCTAaHIIMOHHOE FOCYAapCTBO
1 poBOE rOCy1aPCTBO

OTKPBITOE TOCYIapCTBO

Tema 12.

3amanue 1.

NudopmarnmonHas rurueHa - 37o...?
© cnocoGrOCTS K MOKMCKY, arpeTaIy, MPOBEPKE JOCTOBEPHOCTH U aHATTU3Y
uH(popmanuu

COBOKYIIHOCTB IIPUHIOHUIIOB U PCAJIBHBIX MCXaHNU3MOB, O6€CH€‘II/IBaI-OIHI/IX
IIO3UTHUBHBIC BSaHMOHCﬁCTBHH OTHUYCCKUX U HAITMOHAJIBbHBIX KYJIBTYP, a TAKIKC
COIIPS’KECHHOCTD B O6HI€M OIIBITC YCJIOBCUYCCTBA

pas3acia 3H3HPII>1, H3y‘IaIOHII/Iﬁ 3dKOHOMCPHOCTH BJIMAHUA I/IH(i)OpMaI_[I/II/I Ha
IICUXHUYCCKOC, (1)I/ISI/I‘IGCKOG H COLUAJIBHOC 3A0POBLC YCIIOBCKA U COLIMYMa B
OcJI0M

CBSI3b DKOJOTMYECKUX HJIEH ¢ TMHAMHMKOM M CBOMCTBaMH Bce 00Jiee IIIOTHOM,
CJIOKHOM ¥ BaXXKHOU 1TU(DPOBOI HHPOPMAIIMOHHOMN CPEIbI.

3aganue 2.

Kakoe BnusiHME OKa3bIBaeT HH(POPMAIIMOHHBIN IIIyM Ha YeIoBeKa?

r'
1. Camxaet Baumanue 2. [loBsimaer yrommusiemocts 3. [IpoBouupyer

OECCOHHUILY
5 o
* 1. Uckaxenue KapTuHbI MUpa 2. GOpMUPOBAHKE BHIYYEHHON GECTIOMOIMIHOCTH
3. PazBuTHe KIMNOBOTrO MBIIUICHUS 4. YTIpaBJICHHUE BIICUYATICHUAMU

1. OMonmonansHbIe paccTpoiicTBa 2. [Icuxonoruueckas 3aBucumocts 3. Ctpece

1. BezbiBaeT mo0onbITcTBO 2. PazBuBaeT ctpeccoyctoitunBocTs 3. [ToBbiaeT
YMCTBEHHYIO pab0TOCIOCOOHOCTh 4. CTUMYIUPYET KOHUEHTPAI[MI0 BHUMAHUS

Tema 13.
3ananue 1.

Kakune UT cnenuanbHOCTH CYIIECTBYIOT?

¥ Back-end pa3paboTunK

v UX-nuzaiinep

v ApPXUTEKTOp

a |Q-unxenep

3aganue 2.
10



Kaxkue tunet UT xoMmmanuui Bel 3HaeTe?
v

r

Be0 - cepBucsl

Craptpek

v PazpaboTtka urp

¥ Mob6unbHas pazpaboTka

Ouyenounvle mamepuasusl 0711 NPOBEOCHUSA NRPOMEHCYMOUHOU AMmMecmayuu
[IpoBepsiembie UHANKATOPHI HocTxkeHus: komneteHuuid: OIMK-1.2; OITK-1.3; OIIK-
3.1; OIIK-3.5; OIIK-7.2; OIIK-10.1; OIIK-10.3; OIIK-2.1.1; OIIK-2.3.1; OIIK-2.3.2.
Bonpoce! sl IpoBeleHUs 3a4eTa
1. OcHoBHBIC TTOHATHS 3aUTHl HHPOpMAIUU (CyOBEKTBI, 0OBEKTHI, TOCTYM, Tpad
JOCTYNOB, UHPOPMAILIMOHHBIE TIOTOKH).

2. IlocranoBKka 3a/lauyu MOCTPOCHMS 3AIIUIEHHON aBTOMATU3UPOBAHHOW CUCTEMBI
(AC). Mopenu rieHHOCTH UH(POPMAIIUH.

3. Yrpo3el Oe3omacHOCTHM  HMHPOpMAIMH.  YTPo3bl  KOH(PHUAECHUUATBHOCTH,
LIEJIOCTHOCTH, TIOCTYITHOCTH, PAcKpbITUs napameTpos AC.

4. IloHsTHEe NOMUTHKU Oe30macHOCTH. J[MCKpelUMOHHAs MOJUTHKA O€30MacCHOCTH.
MangaTHas nosMTuKa 0€30MacHOCTU. MaH/aTHas MOJIUTHKA HEIOCTHOCTH.
Mopnens cucremsl 0e3omacHoctd HRU. OCHOBHBIE TTOJIOXKEHUS MOICIIH.
Onpenenenne u knaccupuxanus HC/. Onpenenenve u  knaccupukamus
Hapywutens. Knacest 3amumennoctu AC or HC x undopmarym.

7. ®OyHaameHTanbHble TpeOOBaHUS KOMIBIOTEPHON Oe3zonmacHocTH. TpeOoBaHUs
KJIACCOB 3AILUTHI.

8. Ynanennsie ataku. Knaccudukarms yJqaneHHbIX aTak.

9. VYcnoBus cyiecTBOBaHMs BPEJOHOCHBIX MPOTPaMM.

10.ITprunHbBI IOSIBJICHUS BPEIOHOCHBIX TIPOTPAMM.

11.Knaccuueckue KOMIIbIOTEpPHBIE BHUpYyChl. Kiaccudukaius KiacCHYecKux
BHUPYCOB.

12.Crioco0bl 3apaxeHus KOMIIbIOTEPHBIMUA BUPYCaMHU.

13.CereBnie uepBu. Kinaccudukaius ceTeBbIX YePBEi.

14. Tposiackue nporpamMmbl. Knaccudukanust TpOSHCKUX MPOTPaAMM.

15.Cmam. OcHOBHBIE BUIBI cIaMa.

16.Xakepckue yTUIUTHI U TPOYUE BPEAOHOCHBIE POTPAMMBI.

17.DOS, DDOS —ceTeBbIe aTakw.

o o

Bonpocel IS IPOBEeICHUS IK3aMEeHa

1. CTpykTypa U COCTaB CUCTEMbl HOPMATHUBHBIX MPABOBBIX AKTOB, PETYIHPYIOIINX
obecnieueHue nHpopManronHou 6e3omacHocTH B PD.

[IpaBOBOM PEKHUM 3aIIUTHI TOCYIAPCTBEHHOW TalHBI.

Opranuzarus 1 o0ecreyeHue peKuMa CeKpeTHOCTH.

JIunensupoBanue u cepTU(UKAIMS B 007IaCTH 3aITUTHI HH(DOpMAIUy.

[IpaBoBBIE OCHOBBI 3amIUTHl WHGOPMAIMH C HWCIOIH30BAHUEM TEXHUYECKHUX
CPEACTB.

6. IlonsiTue sHTpOIUM.

oW
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7. DHTponus U UHPpOpMaIusl.

8. Undopmanus u andaBur.

9. PaBHOMeEpHOE anaBUTHOE TBOMYHOE KOaupoBaHue. baliToBbIi KO,

10.AndaBuTHOE HEPABHOMEPHOE JIBOMYHOE KOJWPOBAHME CUTHAJIAMU PaBHOMN
mrenabHocTu. Kobl ¢ pazaenuTeneM.

11.1TpedukcHbIC KOIBI.

12.bno4Hoe ABOMYHOE KOANUPOBAHUE.

13.Kox XemMMmuHra.

14.Cxema KpUIITOCUCTEMBI C CHMMETPUYHBIM HTHU(PPOBAHUEM.

15.CogepieHHas cToikocTh mudpa. TpedoBaHus, MPEABABIIEMbIE K KITIOUaM.

16.KpunTocucTemsl C OTKPBITHIM KITIOUOM.

17.ITonsitue ceprudukara. Kpunrocucrema RSA. Beibop nmapameTpos.

18.1udposas noanuck. Cxemsl IUGPOBOI MOAHCH.

19.XapakrepucTrka MHXEHEPHO-TEXHUUECKOHN 3aluThl MHPOpPMALMU KaK 00J1acTu
uH(OPMAITMOHHON OE30MTaCHOCTH.

20. OcHoBHbIE MPOOIEMBI HHKEHEPHO-TEXHUUECKOHN 3alIUThl HHPOPMAIIH.

21.IlpencraBiaeHue CUil U CPEICTB 3ALUTHI UHPOPMALIUU B BUAE CUCTEMBI.

22.CTtpyKTypa, KilacCU(pUKalusi M OCHOBHBIE XapaKTEPUCTUKH TEXHUYECKUX
KaHaJoB yTeuku uH(popmauuu. IIpocTeie M cocTaBHbIE TEXHUYECKHUE KaHAJIbI
yT€UKH UH(OPMALIHH.

23.CrennanbHble METO/IbI, TPUMEHSEMbIE B KOMITBIOTEPHON KPUMUHATHCTUKE.

24.0Ocobennoctu cOOpa BOJATHIBHBIX JAHHBIX HA pa0OTaIOIIEH CHCTEME.

25.0CcHOBHBIC TPHUHIMIBI TYMaHW3Ma, KOTOpble HEOOXOAMMO YUYWUTHIBaTh NpU
BHEJIPEHUU IIU(PPOBBIX TEXHOIOTUH.

26. OcHOBHBIE OIXOABI pa0OTHI ¢ HH(OPMAIIHEH.

V. YuebHo-MeTOoAMYecKoe U HH(POPMALIMOHHOE 00ecTieueHHe TUCIMIITMHBI
1) PexoMeHmyemas uTeparypa

a) OCHOBHas UTEparypa
Nudopmarmonnas 0Oe30macHOCT, M 3amuTa HHpOpMaruu: yded. mocobue /
bapanoga E.K., ba6am A.B. —3-¢ u3z., nepepad. u gon. —M. : PUOP : UH®DPA-
M, 2017. —322 ¢. —(Bricmiee obpazoBanue). —wWw.dx.doi.org/10.12737/11380. -
Pexum noctyna: http://znanium.com/catalog/product/763644

2. YepnakoB U. B. Teoperuueckre ocHOBbI MH(DOPMATUKY : YUEOHUK U MPAKTUKYM

s By3oB / U. B. Uepnakos - DiekTpoH. aaH. - Mocksa : FOpaiir, 2022. - 353 c. - (Briciiee
obpazosanue). - URL.: https://urait.ru/bcode/487320

1.

0) JlononHuTeNnbHAS JIMTEPATYpA:

Xopes I1. b. IIporpammHo-amnapaTHas 3amura nHGopMaIum : yaeoHoe mocodue /
I1. b. XopeB; MOCKOBCKHIA SHEPTETUUECKUI HHCTUTYT. - 3. - Mocksa : OO0
"Hayuno-usnarensckuii uenrp MHOPA-M", 2022. - 327 c. - (Bricuee
oOpazoBanue: Maructparypa). - BO - bakanaBpuar. — Pexxum nocryna:
https://znanium.com/catalog/document?id=397282
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. Kyk A. I1. 3amwmra nuadopmanuu : yuednoe nocodue / A. I1. Kyxk, E. I1. XKyxk;
CeBepo-Kakasckuii ¢penepanbHblil yHUBEpCUTET. - 3. - MockBa : M3gaTenbckuit
Hentp PUOP, 2021. - 400 c. - [Ipodeccuonansuoe oOpazoBanue. Pexxum nocryna :
http://znanium.com/catalog/document?id=367588

[Manbrun B. ®@. KomriekcHas 3anmra uHQOpMaIuy B KOPIOPATUBHBIX CUCTEMAX :
yaebHoe nmocooue / B. ®. [llanbrun; MoCKOBCKUN HHCTUTYT AJIEKTPOHHON TEXHUKH.
- 1. - Mockaa : U3patenbckuii Jlom "®OPYM", 2022. - 592 c. - (Briciiee
oOpazoBanue: bakanaspuar). - BO - bakanaspuat. — Pexxum gocryna:
https://znanium.com/catalog/document?id=389857

babam A. B. Vctopus 3amutel nHGOpMammu B 3apyOekHBIX cTpaHax : YueOHoe
nmocobue / A. B. babam, /. A. Jlapun; HantmonanpHBIN HCCaea0BaTEIbCKUI
yHuBepcuTeT "Briciias nikona 3koHOMUKH'"; HallnoHanbHbBIN UCCeI0BATEIbCKUN
yHuBepcuteT "Bricias mikona s3koHoMukH". - 1. - Mocksa : U3narensckuii LienTp
PUOP, 2021. - 284 c. - (Boicmiee oOpa3zoBanue: bakanaspuar). - BO - bakanaspuar.
— Pexxum nmoctyma: https://znanium.com/catalog/document?id=368004

babam A. B. MonenupoBaHue cUCTEMbI 3aIIUTH HHPOPMALIUU: TPAKTUKYM :
yaebHoe mocooue / A. B. ba6am, E. K. bapanosa; HaninonanbHbIi
UCCIIeI0BAaTEeNhCKUM yHUBEpcUTET "Briciias mikona skoHoMuku". - 3. - Mockaa :
Mznarensckuit Lentp PUOP, 2021. - 320 c. - (Bricmiee o6pa3oBaHue:

bakanaspuar). - BO - bakanaBpuar. — Pexxum noctyna:
https://znanium.com/catalog/document?id=371348.

2) IlporpammHoe oGecrieueHue
Adobe Acrobat Reader DC - Russian

Cadence SPB/OrCAD 16.6

Git version 2.5.2.2

Google Chrome

Kaspersky Endpoint Security 10 ans
Windows

Lazarus 1.4.0

Mathcad 15 M010

MATLAB R2012b
MHoro¢yHKIHOHATBHBIN
penaktrop ONLYOFFICE

OC Linux Ubuntu 6ecmataoe 10
Microsoft Web Deploy 3.5
MiKTeX 2.9

MSXML 4.0 SP2 Parser and SDK
MySQL Workbench 6.3 CE
NetBeans IDE 8.0.2

Notepad++

Origin 8.1 Sr2
PostgreSQL 9.6

OecCIUIaTHO

I'ocynapcTBeHHBI KOHTPAKT Ha TIOCTaBKY
JIMLIEH3UOHHBIX MIPOIPAMMHBIX IIPOJYKTOB
103 - I'K/09 ot 15.06.2009

OecmuiaTHO

OecruiaTHO

Akt Ha nepenauy npas [1K545 ot 16.12.2022
OecruiaTHO

Akt npenoctasnenus npas 1C00000027 ot
16.09.2011;

Akt npenoctaienus npas Ne Us000311 ot
25.09.2012;

OecIuiaTHO
OecIuiaTHO
OecmuiaTHO
OecmuiaTHO
OecIuiaTHO
OecmuiaTHO
OecuiaTHO
OecIuiaTHO

noroBop Nel3918/M41 ot 24.09.2009 ¢ 3A0
«CodrJlaitn Tpeiiny;
OecIuiaTHO
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Python 3.4.3 OecriaTHO

Visual Studio 2010 Prerequisites - AxT Ha niepegauy mpaB Ne785 ot 06.08.2021
English T.

WCF RIA Services V1.0 SP2 OecriaTHO

WinDjView 2.1 OecruiaTHO

WinPcap 4.1.3 OecruiaTHO

Wireshark 2.0.0 (64-bit) OecriaTHO

R studio OecIiaTHO

3) CoBpemMeHHble TpodecCHOHAIbHBIE 0a3bl JAHHBIX W HWH(OPMAIMOHHbIE

CNPABOYHBIE CHCTEMbI
1. OBC Jlans https://e.lanbook.com/ Torosop Ne 4-¢/23 ot 02.08.2023 r.

2. OBC Znanium.com https://znanium.com/ JToroBop Ne 1106 36¢ ot 02.08.2023 .

3. OBC YuuBepcuterckas 6ubamoteka online https://biblioclub.ru Torosop Ne 02-06/2023
ot 02.08.2023 .

4. OBC IOPAUT https://urait.ru/ Jlorosop Ne 5-¢/23 ot 02.08.2023 T.

5. 9BC IPR SMART https://www.iprbookshop.ru/ JTorosop Ne 3-¢/23K ot 02.08.2023 r.

6. https://cyberleninka.ru/ nayuHast 31ekTpoHHas Oubmoreka «KudepieHHHKaY.

7. Hayunas snexkrponHas 6monunorexka eLIBRARY.RU (nonamnucka Ha sxypHaibl)
https://elibrary.ru/projects/subscription/rus titles open.asp;
8. Penosurapuit TBI'Y http://eprints.tversu.ru

9.CnpaBouno-nipaBoBas cuctema «Koncyabrant [Tmroc» www.consultant.ru;
10. CnpaBouno-mipaBoBasi cuctema «I apant» » www.garant.ru.

4) IepeyeHb pecypcoB UH(OPMALMOHHO-TEJIEKOMMYHHKALMOHHOM ceTn
«HTEpHET», HEOOXOTUMBIX /115l OCBOCHHUS JUCIMILINHBI:
1. https://cyberleninka.ru/ nayunas snexkrponHas 6udanoreka « KnbepacHuHKaY,
2. ®epnepanbHas ciryk0a MO TEXHUYECKOMY M 3KCIOpTHOMY KOHTpouto (PCTIK
Poccun) www.fstec.ru.

V1. MeToanueckue MaTepuaJibl VI 00y4aI0IMXCSl 110 OCBOEHHIO TUCIIUTLTUHBI

Memoouueckue pekomenoauuu no OpPAHU3AUUU CAMOCHIOAMENbHOU pPAdOmbl
CHLYOeHm o8

Meronudeckue pEeKOMEHIAIMKA 10 OpTraHU3allud  CaMOCTOSITENIFHOW —PabOThl  TIO
TMcIUIUIMHEe  «BBefieHne B CHENMATBHOCTE» CM. B JIMYHOM KAaOWHETE DIICKTPOHHOMN
obpazoBatenbHOi cpeabl (LMS).

Temamuka pedhepamos u memoouueckue peKomMeHoauuu no uxX HanucaHuio

TpeboBanusa Kk ohopMmaeHHIO pedepaToB U TOKJIATOB
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[Ipouiecc paboThI Jiydiilie pa30UTh Ha CJIEIYIOUIUE ITAMbIL:

— Onpenenutsb U BBIACIUTD MPOOIEMY.

— Ha ocHOBe nepBOUCTOYHHKOB CAMOCTOATEIHLHO U3YUYUTh MPOOIIEMY.

— [TpoBecTr 0030p BEIOPAHHOM JIUTEPATYPHI.

— JIorn4HO M3N0KUTH MaTEPUA.

OObekTaMd BHUMaHHSA AaBTOpa JOJDKHBI CTaTh CJCAYIOIIME COCTaBIISIOIINE
CTPYKTYpbI Oyayiiend paboThl:

1) TUTYIBHBIN JHCT,

2) ornasieHue (coaepkaHue),

3) TekcT (BBeJACHUE, OCHOBHAS YaCTh, 3aKJIIOUCHUE),

4) cchUIKHU (CHOCKU WUJTW TIPUMEUaHMS),

5) nuTaTHI,

6) CIIMCOK JIUTEPATYPHI.

Bo BBeneHuu u3naraercs 1eib U 3aa4u paboThl, 000CHOBaHUE BBHIOOpPA TEMBI U €&
aKkTyanbHOCTh. O0BEM: 1-2 cTpaHUIIBL.

OCHOBHas 4acCTh COJECPXKUT TOUYKY 3pPCHHsI aBTOpa Ha OCHOBE aHANM3a JUTEPATyPHI
o npodseme. O6bEM: 12-15 cTpanwuil.

B 3akstouennn GopMupyroTCst BRIBOJIBI M MPEJIOKEHUS. 3aKII0UEHUE JJOKHO ObITh
KpaTKUM, YE€TKUM, BBIBOJIbI JIOJDKHBI BBITEKATh M3 COJEPKaHUS OCHOBHOM 4yacTH. OOBEM:
1-3 crpanutsI.

B pedepare MoryT ObITh IPUIIOKEHUS B BUJIE CXEM, aHKET, JUarpaMm U npodyero. B
oopmieHuu pedepara MPUBETCTBYIOTCS PUCYHKU U TAOJIUIIBI.

Tembl 11 pedepaToB

1. Mecto u ponb uHGMOPMAIMOHHOW O€30MaCHOCTH B pa3IUYHBIX cdepax
KU3ZHEACATETbHOCTH JTUYHOCTH (00IIIeCcTBa, TOCYy1apCTBa).

2. IlpaBoBas 06a3za obOecrneyeHuss HHGOPMALMOHHONW O€30MACHOCTH JIMYHOCTHU
(oOmiecTBa, rocyrapcTna).

3. Bunp! 3amuniaemoii uHGpopManuu.

4. aTepeckl tnuHOCTH (001II€CTBa, TOCYIapCTBA) B HHGOPMAIIMOHHOM cdepe.

5. ¥Yrpo3sl uaopmanmoHHon 6e3omacHocTH Poccutickoit denepanum.

6. BremHue (BHYTpEHHHE) WCTOYHHMKH Yrpo3 HHGOPMAIMOHHON O0€30macHOCTH
rocyapcTBa.

7. IIpo6nembl pernoHaabHOM HHPOPMAITMOHHOM 0€301TaCHOCTH.

8. UndpopmarmonHoe opyxue, ero kKiaccupuraiys 1 BO3MOKXHOCTH.

9. Meronpl HapylieHHs KOHPUACHIMAIBHOCTUA (I[€JIOCTHOCTH, JOCTYIHOCTH)
uHpopmauu.

10.IlpaBoBbie  (OpraHU3AIMOHHO-TEXHUYECKHE,  OKOHOMUYECKHE)  METOJbI
obecrnieueHus MHPOPMAITMOHHON O€30MTaCHOCTH.

11.KoMmbroTepHas cucrema kak 00beKT MH(GOPMAILIMOHHON 0€30MacHOCTH.

12.06ecnevenrie nHPOPMAITMOHHOMN 0€30MaACHOCTH KOMITBIOTEPHBIX CHCTEM.

18.Cy0ObexTbl HHPOPMAILIMOHHOTO MPOTUBOOOPCTBA.

19.11enu nHGOPMAITMOHHOTO TPOTHBOOOPCTBA.
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20.CocTaBHbBIC 9acTH U METOABI HHGOPMAITMOHHOTO TIPOTUBOOOPCTRA.

21.1TpuunHbI, BUABI, KAHAIBI YTEUYKH U UCKKEHUS MHPOPMAIUH.

22.0OcHOBHBIE HampaBjieHUsi oOecrieyeHus: HWH(POpPMAIMOHHONW ©0e30MacHOCTH
00BEKTOB HHPOPMAIIMOHHOU c(hephl TOCy1apCcTBa B YCIOBUIX HHPOPMAITMOHHON BOWHBI.

23.Mopenu, CTpaTeruu U CUCTEMBI o0ecTieueHus HHPOpMaIMOHHON 6€3011aCHOCTH.

24 Kputepun ¥ KJIAacChl 3alUIIEHHOCTH CPEJCTB BBIUYMUCIUTEIHHOW TEXHUKH H
aBTOMATHU3UPOBAHHBIX HHPOPMAIIMOHHBIX CHCTEM.

25.0011as XapakTepuCcTUKa METOJIOB M CPEICTB 3aIUTHI HH()OPMALIUH.

26.0OpraHu3aiiOHHO-TIPABOBBIC, TEXHUYECKUE M KPUNTOrpapUUECKHEe METOJIbI
obecrieueHrst MHOOPMAITMOHHON OE30MTaCHOCTH.

27 IlporpammHoO-anmapaTHbIE CpeacTBa obecrnieueHust nH()OPMAITMOHHON
0€30MacHOCTH.

Tpedbosanus Kk peiitmunz-KOHmMpPOJiio

1-ii cemecTp
Tekymast padora oOyyaronuxcs otieHuBaercsi B 100 6aioB, KOTOphIEe pactpeessiFoTCs
MEXTY IByMs MOAYJISIMU (TIEpHOIaMK O0YYEHHS) CIIETYIOIM 00pa3oM:

Monyne | MakcumanbHas basel 3a barmnel 3a bamibr basel 3a
(mepuon | cymMma OaJuiOB | CAMOCTOSITENBHYIO | KOHTPOJIbHBIE 3a MIOCEIIAeMOCTh
00y4eHus1) B MOJyJIE paboty paboThI pedepar | M aAKTUBHOCTb
1 40 15 15 - 10
2 60 15 15 20 10

2-ii ceMecTp
Tekymas pabota oOyuaromuxcsi olieHuBaeTcsi B 60 0aIOB, KOTOPBIE pacipeaessIFoTCs
MEXTY IByMs MOAYJISIMU (TIEpHOIaMH O0YYEHHS) CIIETYIOIM 00Pa3oM:

Monyne | MakcumanbHa bamel 3a bael 3a bael 3a bamel 3a
(mepuon g cymMMa CaMOCTOSITENIbHY | KOHTPOJIBHBI | JTA0OpaTOpHY | MOCEMAeMOCT
o0y4eHus 0asIoB B 10 paboTy € paboThI 10 paboty b U
) MOJIyJIC AKTHBHOCTD
1 30 10 15 - 5
2 30 10 ) 10 5

[lpaBuna ¢opMupoBaHUsS PEHTUHTOBOM OIICHKM WM IIKATy TepecyeTa PEHTUHTOBBIX
O0a/UTOB B OIIGHKY Ha 2k3aMeHe cM. B «llosockeHMM O pPEUTHHTOBOM cucTeMe OOydeHHs B
TBI'Y»:
https://tversu.ru/sveden/files/204-

R Pologhenie o reytingovoy sisteme obucheniya v TvGU.pdf

VIl. MaTepuanbHO-TeXHU4YECKOe o0ecreyeHne
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https://tversu.ru/sveden/files/204-R_Pologhenie_o_reytingovoy_sisteme_obucheniya_v_TvGU.pdf
https://tversu.ru/sveden/files/204-R_Pologhenie_o_reytingovoy_sisteme_obucheniya_v_TvGU.pdf

VY4eOHbl Tpoliece Mo JAHHON JUCIUIUIMHE MPOBOAUTCS B Ay IUTOPUSIX, OCHAILIEHHBIX
MYJbTUMEIUUHBIMU CPEJICTBAMH 00y4eHus. [l opraHu3aluy caMOCTOSTENbHON padoThl
CTYJIEHTOB HEOOXOAMMO HaJUYKE MEPCOHATBHBIX KOMIIBIOTEPOB € JOCTYNIOM B IHTEpHET.

Haumenosanue
CHeHAIBHBIX*
NMoOMelIeHu | "

OcCHAlLIEHHOCTD CHIeHUAJLHBIX TOMeEIeHu
M MIOMEIIeHUH )il CAaMOCTOATEILHOM

padoThI

IlepedyeHb JTMLIEH3UOHHOTO
NMPOrpaMMHOI0 o0ecrie4eHmsl.
PexBHU3MTHI OATBEPKIAIONIETO

noMenieHuii 1Jis JTOKyMEHTA
CaMOCTOSITEIbHO
i padoThl
YuebHas Kommiekt yueGHOM Mebenu, Adobe Acrobat Reader DC -
aynuropus aius | Kommbrotep:(mporeccop Core i5- |Russian-6ecruiatHo; Cadence
MIPOBEICHUS 2400+monutop LC E2342T SPB/OrCAD 16.6-
3aHATUN Komnerotep:(mponeccop Core i5- |[['ocynapcTBeHHBIH ~ KOHTPakT Ha
JICKITHOHHOT'O 2400+monutop LC E2342T IIOCTaBKY JIMIICH3UOHHBIX
Tuna, 3auatuil | Komnerorep:(npoueccop Core 15- |[mporpaMmMHBIX TpoxykToB 103 -
cemuHapckoro | 2400+monutop LC E2342T I'K/09 or 15.06.2009; Git version
tuna, Kypcooro | Kommerorep:(mpomeccop Core 15- |2.5.2.2-6ecrnatHo; Google
npoexktupoBanus | 2400+monutop LC E2342T Chrome-6ecmatHo; Kaspersky
(BpimoniHenust | KommeroTep:(mporeccop Core i5- |[Endpoint  Security 10 s
KYpPCOBBIX 2400+monutop LC E2342T Windows-AkT Ha mepenady mpas
pabor), Kommsrorep:(mporeccop Core 15- |[[IK545 or 16.12.2022; Lazarus
TPYIIIOBBIX U 2400+monutop LC E2342T 1.4.0-6ecruratno;  Mathcad 15
uHauBUAYyabHbIX | Komnbrorep:(mpoueccop Core 15- [M010-AkT mnpenocraBieHHUs TIpaB
koHcynbTanui, | 2400+monutop LC E2342T 1Co00000027 oT 16.09.2011;
TEKYIIETro Kommsrorep:(mporeccop Core 15- IMATLAB R2012b-Akt
KOHTpPOJIS U 2400+monutop LC E2342T npenocrasienus mnpas Ne Us000311
npomexxyTouno | Kommbrorep:(miporieccop Core 15- |oT 25.09.2012;
aTTecTaluu, 2400+monutop LC E2342T MHuoro¢pyHKIIHOHATBHBIN
VYyuebnas Kommsrorep:(mporieccop Core i5- |penakrop ONLYOFFICE -
ayJUTOpPHSL. 2400+monutop LC E2342T 0ecIuIaTHo;
Maremaruueckuii | ['padonpoexrop OC Linux Ubuntu 6ecrmataoe I10O-
KaOuHeT MynbTUMEANITHBIN KOMILIEKT yuebHoro |6ecriatHo; Microsoft Web Deploy
Ne 213 kinacca (Bapuant Ne 1)[Ipoektop Casio XJ- [3.5-OecrutatHo;  MiKTeX — 2.9-
(Kopmyce 3, M140,kpoHITeiin, kadenb, yIIuHIuTenb,HacTeH |Oecrutatho, MSXML 4.0 SP2
170002, HBIH npoeki. skpadH Lumien 180*180.noyTOyk |Parser and SDK-6ecmnaTHo;

Tsepckas 0611.,
r.Teps, nep.
CaJioBBIN, 1OM
35)

MySQL  Workbench 6.3 CE-
oecruratno;, NetBeans IDE 8.0.2-
oecmatHo; Notepad++-0ecriaTHo;
Origin 8.1 Sr2-moroBop
Nel13918/M41 ot 24.09.2009 ¢ 3A0
«CodrJlatin Tperin» ; PostgreSQL
9.6 -Oecruratno; Python 3.4.3-
6ecrutatHo; Visual Studio 2010
Prerequisites - English-Axr Ha
nepenayvy rpas No785 OT
06.08.2021 r. ; WCF RIA Services
V1.0 SP2-6ecrmatao; WinDjView
2.1-6ecrutatno;  WinPcap  4.1.3-
oecrutatno; Wireshark 2.0.0 (64-
bit)-6ecriaTHo; R studio-
OecIuiaTHO.

17




Vuebnas KommiekT y4yeOHOU Mmebenu, MenoBas J0OCKa,
aynatopus )ig | MynbTUMEAUNHBIN KOMIUIEKT yueOHOTO
MIPOBEICHUS kiacca (Bapuant Ne 2): Ilpoektop Casio XJ-
3aHATUN 140 mwacreHHpld Tpoekm. HKkpaH Lumien
JIEKIITMOHHOT'O 180*180,
tuna, 3ausatuii | HoytOyk Dell N4050, cymka 15,6", MbIiib;
CEMUHAPCKOTO VYceunurens Roxton AA-120;
tuna, kypcooro | Panmmocucrema Shure PG288/PGS5S;
npoekTupoBanus | Mukiep Mackie 402 V0LZ;
(BBITIOJTHEHUS Cranmonapusnii  mukpodorn  SOUNDKING
KYpPCOBBIX EGO002 ¢ HacTOIBHBIM JepKaTeIeM;
pabor), Mynbsrumenniineiid mpoextop Casio XJ-H2650
TPYIIOBBIX U C TOTOJIOYHBIM KpEIUICHHEM M MOTOPU3.
WHIWUBUIYAIBHBIX | 9KPAHOM;
koHcynbTanuii, | [llkad HamonpHbrit 19".
TEKYIIEeTO
KOHTPOJIS U
IIPOMEKYTOUYHON
aTTecTaluu,
VYyebnas
aynuropus Ne
314
(Kopmyc 3,
170002,
Tsepckas 0611.,
r.Teps, nep.
CaioBBIN, 10OM
35)

Google Chrome-6ecrutatHo;
Kaspersky Endpoint Security 10
it Windows-AkT Ha mnepenauy
npaB [IK545 ot 16.12.2022;
Lazarus —6ecrutatno; OpenOffice —
OecIUIaTHO;
MHoOropyHKIHOHAIBHBIN
penakrop ONLYOFFICE 6ecrutar
HOE I10- OecIuiaTHO;
OC Linux Ubuntu 6ecrurataoe
IT1O- GecrutatHO

VIIl. CBenenusi 06 00HOBJIeHHH padoyeii MPorpaMMbl TUCIUTLTHHBI

Norr.m. OOHOBNEHHBIN pa3nen Onucanue PexBu3uThI
paboueil mporpamMMabl BHECEHHBIX TOKYMEHTa,
JTUCHUTIIAHBI U3MCHCHUH YTBEPAUBIIIETO
U3MEHECHUA
1. AnHHOTanus AKTyanu3upoBaHbI IIporokoa Ne 10 or
3aJIa9H JUCUHMILIMHEL, | 20 06.2021
KOMIIETCHIITMM M HX
WHIMKATOPBI. BhIIeneHb
4achl Ha MPaKTUYECKYIO
MTOJITOTOBKY
2. Copepxanue JMCUMIUIMHEL, | AKTyanusupoBanbl TeMbl | [Ipotokon Ne 10 ot
CTPYKTYPUPOBAHHOE 110 TEMaM | 3aHATHU 20.06.2021
(paznmemam) c yKa3aHueM
OTBEACHHOTO Ha HUX
KOJIMYECTBA aKaJIEMUYCCKHX
YaCOB W  BHJIOB  YYCOHBIX
3aHSITUN
3. OO6pa3zoBaTenbHBIC TEXHOJIOTHH | AKTYaJu3HUpPOBAaHBI TEMBI IIpotokon Ne 10 ot
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3aHATHIL u | 29.06.2021

COOTBETCTBYIOIIUE UM

o0Opa3oBaTelIbHbIC

TEXHOJIOTHH
Onenounsle Martepuanbl i | JloOaBieHbI 3aMaHus st [Ipotokon Ne 10 ot
MIPOBEICHUS TeKYIIeH U | TeKyIIen v | 2906.2021
MIPOMEXKYTOYHOM aTTecTaI[uu MIPOMEKYTOIHOMN

aTTecTaluu
VY4eOHO-MeTouIecKoe u | OGHOBIICH ciucok | [Iporokon Ne 10 or
MH(OPMAIMOHHOE 00ECTIEUEHHE | JIUTEPATYPhl U TIEPEYEHD | 20 06.2021
JTUCIIUILTAHBI pecypcoB

UH(POPMAIMOHHO-

TEJICKOMMYHHKAITMOHHOMN

cetu «MHTEpHET»
Meronuueckne marepuanst st | AkTyanusuposaisl Temsl | [Ipotokonr Ne 10 ot
o0OyJaromuxcsi M0 OCBOCHHIO | pedepaToB 20.06.2021
JTUCITUILTAHBI
V. YueOHO-MeToqmueckoe u | OOHOBIEHUE [IpoTtoxkon Ne 1 ot
WH(POPMAITMOHHOE CITUCKOB I10. | 1.09.2023
ooOecrieueHue JUCHHUITIIINHBI OOHOBJIEHHE CCBUIOK

u3 ObC.
Il. Conepkanue mucHMIUIMHBL, | KOppekTHpoBKa ITporokon Ne 7 or

CTPYKTYpPHUPOBAaHHOE II0 TeMaM
(paznenam) c yKa3aHUEM
OTBE/ICHHOTO Ha HHUX KOJIMYECTBA
aKaJIeMUYECKUX YacoB U BHJIOB

YUeOHBIX 3aHSTUH,
IV. OueHouHbIe MaTepHabl 1715
IIPOBEICHUSA TEKyIEen u

HpOMe)i(YTO‘lHOﬁ aTTeCTalilun

HAMMEHOBAHUHN DPa3JIeNIOB
U TEM.

Koppektuposka
OLICHOYHBIX MaTepHaIOB

7.03.2024
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